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ABSTRACT

A significantconcernin healthcarés that of patient privacy and how organizations protect
against unauthorized accaegrotected health informationThe federal government has
respondedby instituting policiesand guideline®nrequirements for protectiorHowever, tie
policy language leaass areaspen to interpretation yosefollowing the guidelines.Reporting
to the Officefor Civil Rights and/othe patient campenan organizatio to risk of financial and
possible criminal penaltie¥hereis arisk of harm taheirreputation which could impact patient
visits and market shareThereforePrivacy Officeramight view risk in different ways and
therefore handle breach reportingfeliently. Privacy Officers are responsible fagtdrmirnng
an individual aepgtability stadaus. i Their fracesses raay ealy dependent on
their knowledge of the policy, the status of previous reported breamtdsheir framing of an
incident This researclimsto explorethe following factors(1) personal and organizational
knowledge(2) prior breach statug3) and scenario framingp exploreif Prospect Theory is
applicable to the choices a Privacy Officer makes regarding bdegeiminationThe study
uses pmary data collectiothrough a survethat includeloss and gain scenarios in accordance
with Prospect TheoryIndividuals listed as Privacy Officers within the American Health
Information Management AssociatiGAHIMA) werethe target audience for the survey
Univariate, Bivariate, Multivariate, and Post Regression techniques were wswlytre the data
collected.The findings of the study supported the theoretical framework and provided industry
and public affairs imptations.Thesefindings show that there is a gap where Privacy Officers

have to make their own decisions and there is a difference in the types of decisions they are



making on a day to day basis. Future guidance and policies need to address theskagaps an
use the insight provided by this study

Keywords: Healthcare, Privacy, Breach, Privacy Officer, Prospect Theory



This dissertation is dedicated to my husband Patrick. Your unending love and support is the
reason | was able to complete thisgmeom. This accomplishment is thanks to you.

To my daughter Emma, while your arrival during this process was an additional step, it was the
best | have ever taken. | hope this can inspire you one day, that you can accomplish anything
you aspire to.

To my mother, Kathy, your uplifting spirit was the light in the dark. Without you | would not
have achieved this.

To my father, Jeff, you have always strived for greatness. It was with this example that | have
pursued my education and career.

To my sisterKelly, while you are miles away your support crossed the distance with ease.
Thank you for being my sounding board and shoulder to lean on.



ACKNOWLEDGMENTS

There are many people who assisted in this journey. First, thank you to my committee
chair, Dr. Kendall CortelyoWWVard. Your willingness to serve and help throughout this process
was critical to the success of the study. You have provided a shining lexainahat someone
in our field is capable of and it has served as something for me to strive towards. My committee
has provided a significant amount of time and dedication to this study as well. Dr. Alice Noblin,
you have been a constant in my life frtime beginning of my career at the University of Central
Florida almost 15 years ago. It was your inspiring take on the Health Information Management
field during freshman orientation that set me on this path, and your endless encouragement and
support thhoughout this time has meant the world to me. | can honestly say | would not be where
| am without you.

Dr. Meghan Hufstader Gabriel, while our career together has not been long, you have
provided a significant amount of time and support for this procéssir knowledge was key to
the success of this paper, thank you for your dedication. Dr. Claire Knox, your insight to Public
Administration and Public Affairs brought a new set of eyes to this topic which allowed me to
look at it from different angle$.am thankful for the knowledge and mindset you brought to this
process.| also need to express my gratitude to Kelly McLendon who served as the subject
matter expert. His willingness to assist was instrumental in the success of this study.

Thank you tahe faculty and staff of the Public Affairs program. You all have been great
teachers and mentors, willing to hold our hands and help see us through. Thank you as well to
the faculty and staff of the Health Management and Informatics Department. Witliout
support this would not be possible.

Vi



TABLE OF CONTENTS

LIST OF FIGURES . ... .ttt e e e e e e e e e e s mmme e e e e e e ennes Xii
LIST OF TABLES ...ttt eree e e e e s emee e e e e e nn e Xiii
LIST OF ACRONYMS (0r) ABBREVIATIONS.......cooiiiiiiiiiiiie s e e e s annenes XV
CHAPTER ONE: INTRODUCTION.. ...ttt e e e e e e e eeees 1
State Of PAIENT PIIVACY. .......uuiiiiiiiiiiiii ettt nnne e 1
Signficance Of the STUAY.........cooiiiii e e eareer s 1
TheoretiCal FrameEWOIK ...........ooi i eeenr e e e e 3
Methodological APPrOaCH............ooiiiiii e e e e e e aeeer e 4
Organization Of CRAPLEIS. ......uuuuiiiiiiiiii et ee e 8
CHAPTER TWO: LITERATURE REVIEW........ouiii it 10
PIIVACY POIICY ...ttt 10
INCEPLION OF HIPAA oottt e e e e et e e e e e annneeeaaaanas 10
DefiniNg @ Breachi........cooooieii e 12
Privacy Oficer DeSIGNAtION. ..........uuuiiieiiiiiii s ceeeiie e e e e e e e e e e e s e e e e e et eeeeeessaaa 12
Harm ThreSNOI...... ... 14
ASSUMEH RISK ...ttt e e e e s rme e e e e e e e 14
Reporting REQUEBMENTS.........ccoeiiiiiiiieeeieeee e e et rmmme e n e e e e e e e e emnnnnes 16
Factors Influencing Breach REPOITING.........uuuuiruuiiiiii i ereen e 18

vii



BrEaACKH Ty PSS ettt —————————— 18

Breach Causality HUMaN ErTOr............uuiiiiiii e eeeeeveeee e 19
Cybercrime & RANSOMWALE..........oooiiiiiiieeee e eeeea e e e e e e e e eeeeenn 20
Financial Effects of Privacy and Breaches...........cccoooiiiiieeeeeee 21
Prevention & FroRENGD COSIS........uuuiiiiiiiiiiiiiiiieeiii ettt 22
OCR FINES ..ttt ettt eent et e e e e e bbb e e e e e e e s e m e e e e e e e e e s annnreeeeas 23
BreaCh COSES. ... i n e e 25
Economic Supply & DemMand............ccoooiiiiiiiiieeei e 27
Pati@Nt HAM. ..o et eees bt r e e e e e e e e e e eeeas 28
Prospect Theory & Privacy BreacChes...........ooooiiiieeen e 31
RIS ettt e ettt et e e e e e e e e e e e e e e e a——— e e e e e e e e e e e nnrr e b annnnn 32
Diminishing Marginal ULility............ccoooioiiiiiiiieeee e s 33
S QAN V=T €57 o o T I 41T V2SR 33
EVOIULION 10 ProSPECT TNEOIY.....ci ittt ee e eeee st e e e e e e e e e e e e e 34
LOSS AVEISION. .....uuiiiiiiiiiiieieee et eeeetee ettt ettt ettt e e e e e e e e e e smmt e e e e e e e e e e e e e e e e s s e a e nnnne e e s e s e e e ananae 37
Cumulative ProSPECT TNEOIY......cciiiiiiiiiiiitieeeii bttt ettt e e eeees e e e e e e e e aaaeeeeeean 37
Weaknesses Of ProSPeCt THEOIY........uuuuuiiiiii et 39
(@0] aTol=T 010N F= LI LY/ = o 1R PP PUPPPPPR 39
Management/Healthcare APPlICAtIONS. ..........uuueiiiiii e e 43

viii



Privacy Breaches lllustrated with Prospect Theory............cccoovvvvvieeee e 44

CHAPTER 3: METHODOLOGY.... .ottt eeee e e e e e e ennnas 49
Research Questions and Hypotheses............coovvviiiiieeer i . 49
RESEAICKH DESIGN. ...ttt ettt et e e e e eeer ettt e e e e e e e e e e e e e e e s e s immne e e e e e e e e e e e e 52
Population & SAMPIE.......ooo e 53
MEASUIEIMENL. ...ttt err e e e e e e e a5
D=1 = W O o] | (=T (o] o FO TP P PRPP PR PPPPP 56
DAtA ANAIYSIS. ...eeiieieiiiie et eeeer et e e e e e e ettt e eee e e e e e e e e e et e e —— i ———————————atarrrn—————————— 57

Multivariate Analyses of Breach Reporting...........ccccuvviiiiiiimmmiiiiiiiiiiiiieeeeeeee e 58
Bivariate Analyses of Framing EffeCtS. ... 61
SOTIWEAINE ...ttt ettt e e e e e e e e e e e 62
D= (= W @4 1=F- o1 o PO 62
1o ST PP PP PP PP PP PP 65

CHAPTER 4: RESULT S ... eeree ettt eree e e e et e e e e e e et e s emenneeeeeeees 67
DESCIIPUIVE STALISTICS .. evveieiiiiiiiiii e eeeeaseb bbb aeeees 67
Bivariate Analysis of Breach RepOrting............uuuuuiiiiiiiieemiiiiiiiiiiiiieeeeee e 75
Research Question and Hypothesis TeSHNG............uuuuiiiiirrceeeiiiiiiiiee e L
General Breach Reporting ANalYSIS........ e eeeeeereee e 79

TOlEIANCE/VIF TESES ... e 80



(Ode] 1 (=1 F=1 1 ] o USRS 81

Predicting Facts of a General Breach ScenariQ.............cooooevivieeeiiii s 84
Gain Breach Reporting ANAIYSIS..........uuuiieiiiiiiiiiieeeiiiii ettt 86
TOlEIANCE/VIF TESES ...t 88
(O] 4] =1 1o IO PP OPPPPPPPP 88
Predicting Factis of a Gain Breach SCeNario..............oevvvvvivirieieeeeiiie e 89
Loss Breach Reporting ANAIYSIS......ccooiiieieiiiiiieeeeeee e 91
TOIEIANCEIVIR ... ettt e e e e rme e e e e e e aaes 92
(@] 4] =1 1o o ISP OPPPPPPPP a3
POSt REGreSSIOANAIYSIS......ciiiiiiiieee i e eeee e 94
Bivariate Analysis of Framing EffeCtS.............uuiiiiiiiiceec e 96
Review of OperENnded COMMENLS..........ovvuiiiiiiiiii i emre e e e e e e e eea e 98
CHAPTER 5: DISCUSSION.... .ottt ittt e e e eesaea e e e e e eeesmmmees 100
SUMMAY Of HYPOTNESES. ... .ot reea bbb e e e e e e e e eeeee e 100
Theoretical CONIDULIONS. .........uiiiiiiiiiii e 105
Practical CoNtrDULIONS .......uuiiiiiiiiiiie e 106
POIICY CONIDULIONS. ...ttt e e 109
PUblic Affairs IMpPlICAtIONS ... .coo it e e e e e 110
LIMIEALIONS. ... eennn e e e e e e e as 111



FULUIE RESEAICHL ... e e et ee e 113

(©70] 0o} 01510 o H OO PP P PP PPPPPRPPP 114
APPENDIX A: INITIAL SURVEY EMAIL ..ot 117
APPENDIX B: FIRST REMINDER EMAIL.....ccooiiiii et 120
APPENDIX C: FINAL REMINDER EMAIL......iiiiiii e 122
APPENDIX D: FORMAL QUESTIONNAIRE LETTER ... 124
APPENDIX E: QUESTIONNAIRE.... ..o eeeme e 126
APPENDIX F: IRB OUTCOME LETTER L. 134
APPENDIX G: IRB OUTCOME LETTER 2.....uiiiiiiiiii et 136
APPENDIX H: DIRECTOR LEVEL PRIVACY DESIGNATION BY STATE..........c........ 138
APPENDIX I: QUESTIONNAIRES DELETED DUE TO MISSING DATA......ccooviien. 140
APPENDIX K: SURVEY COMMENTS ... eee e 144
APPENDIX K: COPYRIGHT PERMISSIONS........oei e e 152
REFERENGCES. ... .ot eeree e ettt e e e e et s e emaea e e e e e eeasn e e aaennes 158

Xi



LIST OF FIGURES

Figure 1: RISK PremiUML.......oooviiiiiiiiiis i e e e e emnmae s e e e e e e e e e e e e e e e aeanneneaaeaaeaees 34
Figure 2: Hypothetical Value FUNCHON............ooooiiiiiiieer e 35
Figure 3: Probability Weighting.........cccoooi i 36
Figure 4 Weighting Functions for Gains (W+) and LOSSE$.(W......ccceeeeeeeeiiiiiiieeeieeeeeeeeee, 38
Figure 5: Prospect Theory Conceptual Map............coooiiiiiiieeee e 40

Figure 6: Prospect The.r.y..Sce.nar..o..qaA0.45Concep
Figure 7: Prospect The.r.y..Sc.ena.r.i.o..4.Ba.47Concep
Figure 8: Prospect Ther y Scenar i o .0.Co...Co.n.c.e.p.t...Ma.p..48

Figure 9: Scenario Framing DistribULioN.............ooouiiiiiiiic e 94

Xii



LIST OF TABLES

Table 1: Penalties for NONCOMPIANCE...........coooiiiiiiiiieiee e 24
Table 2: Breach Examples Involving 500 or More Patients...........ccccevvvvvieemeeeeeeeeeveninnnnnns 25
Table 3: Prospect TREOrY OVEIVIEW. ......ccccceeeiieiieeieieees e e e ee e eeeeeemmme e 32
Table 4: Evaluation of Prospect ThEOLY........ccovviiiiiiiiiiiieeme e A2
Table 5: Operationalization of Dependent Variables.............cccoovvveee e 59
Table 6: Operationalization of Independent and Control Variables................cccoeeeeee.l 60
Table 7: Updated Operationalization of Independent and Control Variables................... 65
Table 8: Survey Requests and PartiCipants...............uuuuuiirrieeeeeiieiiice e 67
Table 9: Privacy Officer/Facility Demographic StatiStiCS............cccoevviviiieeeriiiieeeeeeeeeeeeeei, 68
Table 10: Privacy Officer DemOgraphiCS........cceeiiiieieeiiiiieeeiiee e eeeeeeeeeeeeeeee e 69
Table 11: Privacy Officer Years EmMployed............cooooiiiiiiieeeiii e 71
Table 12: Facility DemographiCS.........ccovvivviiiiiiiicmmee e smmrnnsnnne e e e e e eeeeeeann d 2
Table 13: Breach DemOgraphiCsS........uuuuuiiiii e ceeeicis e e e e eeeee e e e e e e e e e e e e e e e eeeaaaeaaanns 73
Table 14: DemographiCs DY SCENANI0..........cuuuiii i eeme e a e 74
Table 15: ChiSquare General & Credential Counts..........cccoeeevvvvviiicceiiiieeeeceiiiiieeeseeivnnaa L O
Table 16: ChiSquare Gain & Education COUNLS...........ooiiiiiiiiiiiiiceeere e 77
Table 17: ChiSquare Gain & Coding COUNLS...........coiiiiiiiiiii s ceeeie e 77
Table 18: ToleranCe/VIE. ... e 81
Table 19: Correlation of Variables.............ooiiiie e 83
Table 20: Logistic RegressiorGeneral SCENArO.........ooooeeeeiiiiiiiiiieiee e 85
Table 21: ToleranCe/VIE. ... e eeene e 88

Xiii



Table 22:

Table 23:

Table 24:

Table 25:

Table 26:

Table 27:

Table 28:

Table 29:

Table 30:

Logistic RegressiorBain SCENATO........ciiiiieeeeeeeeeeeerieeeis e e e e e e e eeeeeeeeeeeearesnnneeeeeaes 90
TOIEIANCEIVIE ...ttt s e emme e 93
Predicted Probabilities of Multivariate Logistic Regressian............ccccovevveeenes 95
ChiSquare General & Gain COUNLS........cccoiiiiiiiiiiiiieeme e e eeeees 97
ChiSquare Gain & LOSS COUIM............covuuviiiiiiiiimmreeeeeernssa s e e emenrnn s 97
(@] 01=T 1 = glo[=To I OTo] 101 41] o) £ 99
Hypothesis Testing RQ.L........ccooiiiiiiiiieeee e 100
Hypothesis TeSting RQL.2......ccoooiiiiiiieeeeeee e 103
Hypothesis Testing RQ.3.. ... oo 104

Xiv



LIST OF ACRONYMS (or) ABBREVIATIONS

AHIMA - American Health Information Management Association

ARRA'T American Recovery and Reinvestment Act

CET Covered Entity

DHHS- Department of Health and Human Services

HIPAA T Health Insurance Portability and Accountability Act

HITECH- Health Information Technology for Economic and Clinical Health
NIH i National Institute of Health

OCR- Office for Civil Rights

PHI- Protected Health Information

RHIA- Registered Health Information Administrator

XV



CHAPTER ONE: INTRODUCTION

The following chapter outliregthe state of patient privacy including current federal
policy, detais the significance, discussthe theoretical framework, amgscribsthe

methodological approaatf the study.

State of Patient Privacy

The Health Insurance Portability and AccourligbAct (HIPAA) passed on August 21,
1996,wasenacted to, among other things, help prot
protected health information (PHI) (LaTour & Eichenwdldki, 2006).This legislation
established patiemights D theirhealthcare informatioas well as restrictions on breaches
(unauthorized disolsures of patient informationHowever t lacked enforcement capabilities
by thefederalgovernment, whicmegated its effects (Collins, 2007).

Under the American Recovern@ Reinvestment Act (ARRA), a portion of the Health
Information Technology for Economic and Clinical Health (HITECH) Act strengthened HIPAA
laws including enforcement, penalties, and breach notificaltiahdur & EichenwaleMaki,

2006. The breaclanguag was vague, so in 2013 the Omnibus Final Rule passed to clarify the
ambiguitiesWilder, Bennett, Bianchi, & Peters, 2013)he Final Rule updatesbme key
terminology however it did not providestrict guidance to identify reportable breach&his has

left gaps in the legislation where individuals and organizations are making decisions about

patient privacy concerns.

Significance of the Study
Thelegislationrequires that facilities designgteivacy offidals as the individuals in a

healthcare organization responsible for identifying, determining, and reporting breaches of

1



patient privacy to the oversight body, the Office for Civil RigiMedifications to the HIPAA
Privacy, Security, Enforcement, and Breaattification Rules, 2013.iginlal, Sim, Khansa &
Fearn, 2012) Many facilities have termed this position as a Privacy Offideproblemnot
previously identified isvhetherthe Privacy Officers of organizations are weighing the
implicationsof reportingand if that knowledge is affecting their choices to report breaches that
do occur to the Office for Civil Rights, the oversight body.isTiroblemis identified as a public
affairs issue as it impacts govantepolicy, public practices, and individupatientconcerns.

If a privacy breach occurs, Privacy Officenskeessentiathoices, based on
organizationaknowledge, whicltan affect the welbeing of patients. Federal politgndsto be
intentionallyvague for operational purposasdmovesslowly in terms of updating for current
trends(Salamon, 2002) In 2016, the Government Accountability Office recommended that the
Department of Health and Human Services increasediersight of security and privacy
guidance provided thealthcare fatities covered by HIPAA legislatio2016) Their
investigationfound that due totheincreased use of electronic health records, there is more
vulnerability of patient information to cybéased threats (GAO, 2016).

While there are guidelines, in tase of HIPAA and breach notificatigrtise
organization and its Privacy Officer(s) determine whetheeporta breachTherefore, theres a
need to understand if these individualakethe best choicdor patientsandnot justthe right
choice for the organization There are high costs associated with maintaining patient privacy as
well as high costs when patient privacy is breackledh may be taken into accoumhen
decidingwhether to report a brea¢@oate & MacDonald, 200Eleming, Culler, McCorkel,

Becker, & Ballard, 2011; AdleMilstein, Green& Bates, 2013McMillan, 2015; Khansa et.al,



2012; Ponemon, 2012; 2013; 2014; 2015; 2016; Campbell, Gordon, Loeb & Zhou, 2003; Khansa

& Liginlal, 2009; AndohBaido & Bryson, 2006) Breaches to privacy of healthcare information

can be detrimental to patients in many ways, includingthetional upheaval dhe knowledge

that others may have accessheir personal medical informatiotine potentiafinancial and

identity theft, andactual harm from unnessary or unobtainable treatment ifamauthorized

user expends their available services or rece

as the patientés history (Korolov, 2015; Amor

Theoretical Framework
This study aim$o understantiow Privacy Officers are makinghoices about

breach determinatiofrospect Theorigs theframeworkusedto guide the studyProspect
theory is robust and has many implications for management and healthcare. The theory evolved
over 300 years from the concept of utility to Risk Theory to Prospect Tkieoeysky &
Kahneman, 1992)Throughout the years the research has builb tipe exiting foundation,
keeping the original constructs and adding new ones with each iteration to include Utility,
Diminishing Marginal Utility, Risk Behavior, Reference Points, Value Functions, Wiegght
Framing, and Loss Aversidirrow, 1971; Brigg2015; Bernoulli, 1738; Kahneman & Tversky,
1979; Tversky & Kahneman, 199Hor this studyProspect Theoris used to examine
individual choics based on prior knowleddeeference poinjsframing effectgloss or gain),
and decisionweights (Kahneman &Tversky, 1979)

Prospect theory finds that an individual will take a risk in proportion to their utility from
the outcome, their satisfaction level with the chance of gain, rather than taking into account the

proportion that the gain will occ¢Bernouli, 1738). However, utility does not increase at a



consistent rate and the more one has of something, the increase in utility din(isiaresall,
1890; Holmes et al., 2011)ndividuals fdl into one of three categories (i.esk averse, risk
neutral,and risk seekingwhich affects behavicndwhen evaluating gains, a person is risk
averse and when evaluating losses, a person is risk seEkaig (964; Arrow, 1971;
Kahneman & Tversky, 1979\ctual probabilities areverweighed orunderweightdwhen
deciding whether to take a riskraming indicates thdhe outcone of risk will determine
willingness to take the riskf the outcome isw gain, the likelihood adinindividual taking the
risk falls on a convex aroncave curvelependent on the adme of the riskKahneman &
Tversky, 1979) Loss aversiosimulates that a person will feel a lo$grder than a gaiand that
hurt from a losplateaugTversky & Kahneman, 1991)
Prospect Theory in healthcare research is still relatively new. Taeythas been used
for individual behavior for quite some time; however, its implications to management/healthcare
anal ysis is wide open. This theoretical fram
the risk of potential privacy breache&.conc e pt u a | map was created usi

constructs and this was used to formulate a survey for analysis.

Methodological Approach
The research questions and hypotheses for this study are as follows:
RQl:Does the Privacy Officersé reference point
to report a breach of patient information?
H1: Higher percentage of years employed in the healthcare field is positively associated with

reporting future indefinablereaches of healthcare information in a general scenario.



H2: Higher percentage of years employed in the healthcare field is positively associated with
reporting future indefinable breaches of healthcare information in a gain scenario.
H3: Higher percentag of years employed in the healthcare field is positively associated with

reporting future indefinable breaches of healthcare information in a loss scenario.

H4: Lower level of seHreported knowledge in healthcare privacy is negatively associated with
reporting future indefinable breaches of healthcare information in a general scenario.

H5: Lower level of seHreported knowledge in healthcare privacy is negatively associated with
reporting future indefinable breaches of healthcare information in a gaiarse.

H6: Lower level of seHreported knowledge in healthcare privacy is negatively associated with

reporting future indefinable breaches of healthcare information in a loss scenario.

H7: Higher levels of education are positively associated with rigygpititure indefinable
breaches of healthcare information in a general scenario.

H8: Higher levels of education are positively associated with reporting future indefinable
breaches of healthcare information in a gain scenario.

H9: Higher levels of educatioare positively associated with reporting future indefinable

breaches of healthcare information in a loss scenario.

H10: Attainment of a Certified Healthcare Privacy and Security credential is positively
associated with reporting future indefinable breaches of healthcare information in a general

scenario.



H11: Attainment of a Certified Healthcare Privacy and Security ctees positively
associated with reporting future indefinable breaches of healthcare information in a gain
scenario.

H12: Attainment of a Certified Healthcare Privacy and Security credential is positively

associated with reporting future indefinable lotess of healthcare information in a loss scenario.

H13: Attainment of a Registered Health Information Administrator or Technician credential is
positively associated with reporting future indefinable breaches of healthcare information in a
general scenani

H14: Attainment of a Registered Health Information Administrator or Technician credential is
positively associated with reporting future indefinable breaches of healthcare information in a
gain scenario.

H15: Attainment of a Registered Health Informatiddministrator or Technician credential is
positively associated with reporting future indefinable breaches of healthcare information in a

loss scenario.

RQ2:Does the Privacy Officersdé reference points
repat a breach of patient information?

H16: Prior reporting of a breach of healthcare information to the Ofitic€ivil Rights is

positively associated with reporting future indefinable breaches of healthcare information in a

general scenario.



H17: Prior rgporting of a breach of healthie information to the Office faCivil Rights is

positively associated with reporting future indefinable breaches of healthcare information in a
gain scenario.

H18: Prior reporting of a breach of healtiheanformation to tk Office forCivil Rights is
positively associated with reporting future indefinable breaches of healthcare information in a

loss scenario.

RQ3: Does the framing of a scenario affect Pri
information?
H19: A breat of healthcare information scenario framed as a gain is positively associated with
privacy officers classifying the brdaas reportable to the Office fGivil Rights.
H20: A breach of healthcare information scenario framed as a loss is negatively associated with
privacy officers classifying the brela as reportable to the Office fGivil Rights.

The population targeted for this study is American Health Information Manageme
Association (AHIMA) affiliated Privacy Officers. This specific population is the focus due to
HIPAA regulations that all healthcare covered entities designate a Privacy Officer to be
responsible for facility requirement®rivacy Officers are likelya be AHIMA members due to
the nature of the regulations, ensuring access, privacy, and security of patient records. The
AHI MA mi ssion states ATransforming healthcare
Governanceo (&) BukveyquedidnBaires, created with Prospect Theory,
included demographic and personal information questipni®r breach reporting details, and

framed scenarios from both asand gain perspective.



Models usingnultivariatelogistic regression for analydigr each particular dependent
variable are necessary therearemultiple categorical dependent variahléBhe dependent
variablesarethe Privacy Officer8responsgto whether or not they would report a breach in
response to prompts provided through slurvey. The control and independent variables consist
of categorical and continuous variables. These include demographic varighlagd, gender,
level of education, credentials, current employment information) and previous breach history
factors(i.e.,number, size, impact) Furthermore, post regression testing for predicte
probabilities was conductehdthe results presented display the average predicted probabilities
calculated using the regression results

A pilot study of the AHIMAENngage website for accessibility of the population
determined thedasibility of the study AHIMA Engage is a networking site which houses a
member directory. AHIMA members are listed and classhigtheiraccount profile.The
initial review of the gie found #9individuals with a Privacy designation in their job title.

Organization of Chapters

Chapter two of this paper detaihe findings from the literature reviemhichincludes
the background and history of privacy in healthcare as well asnafn regarding the federal
policies to date. Chapter two also catiie theoretical framework through iterationsover
the years and themgliesit to the problem of privacy breach determination, includirey
creation of a conceptual model. Chaphreeprovides information about the methodology used
for the study, including the study design, population and sample parameters, survey creation, and
details about the analytical methods applied. Chaptempiawides the results of the anadgs

andinterprets the findings. Chapter five discusses the hypotheses and research questions, the



theoretical and practical contributions, the public affairs implications, limitations of the study

and areas for future research.



CHAPTER TWO: LITERATURE REVIEW

This literature review comprehensively desdhe history and background of privacy
laws within the healthcare industnp through the HITECH Act/Omnibus Rulacluding where
they are strong and where they fall shdrhe chapter discussedeeant research around how
the privacy laws impact healthcare facilities and whether those facilities then ensure or fail to
protectpatient privacy. Finally, the chaptetroduces Prospect Theory and propases
application taunderstand bettdrow Privacy Officers, as agents of healthcare facilities, make
decisions that ensure or fail to ensure patient privacy.

Privacy Policy

This section provides an overview of the history and background of patient privacy laws
within healthcare, including areas of strength and weakness, and demonstrates its importance as
a public affairs topic.
Inception of HIPAA

The United States governntedefined healthcare privacy and access to information as a
social issue when it passtte HIPAAfederal legislation in 1996 (LaTour & Eichenwaithki,
2006). It was a groundbreaking piece of legislation for the healthcare industityeamation as
awho | e. HI P A Ad) amorng othejhings, safeguard the PHeld by a covered entity
(CE)and their business associates (B#uding protecting PHI from unauthorized disclosures,
otherwise known as breach@gsTour & EichenwaleMaki, 2006 Collins, 2007. The
legislation defines PHas any individually identifiable piece of information, whether it is oral or
recorded, that contains one or more of 18 identifiers including name, date of birth, social security

number, address, account numlagrgl health plan numbers among others (California Office of
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Statewide Health Planning and Development, 2015). Covered e(fiiis3are defined as
healthcare providers (hospitals, physiciats.), healthcare plans (insurance companies,
company health phs, government programs), and clearinghouses (processes data for providers
and plans) (U.S. Department of Health and Human ServiceshR011

Business associa€BA) are official contractors for CEs who perform functions for the
business but are not etopees of the organization (Oack Watters, 2016). If the BAandles
PHI on behalf of the CE, they are then subjectll of the security rules under HIPAA as well as
some of the privacy rules. All BACE relationships require a business associateaggnt
(BAA) that outlines the accountability of the BA to the CE including a network and user
agreement and auditing procedufi€sn, Browe, Logan, Holm, Hack, & Machado, 2013)

Once HIPAA passeih 1996, covered entities needednakesweepingchangesthe
handling of patient information is now of greaincern Collins (2007) identified that erucial
item lacking in HIPAA was the ability to enforce the rights andeasfbilities it had
established There was no mechanism to force reportingiations to individuals, so patients
werenot aware of violationsf their personal informationThe author stated thdte legislation
did not provide ecourse for patientsho had their privacy violatedThe legislation waghus
labeleda s A T oHIRAAQG (@olirss, 2007).

An individual could file a complaint with the Department of Health and Human Services
(DHHS), but thdegislation did notompelthe agency to aendtheyrarely investigated or
imposed fines (Collins, 2007 PRatients werenly able to have recourse through lawsuits
classified under other meamgluding common law torts for invasion of priwaand breach of

confidentiality This was a&omplicatedorocess, and as years hgassedyarious judgments
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have chipped awaeability to successfully bring a lawsuit to fruition (Collins, 208Vinn,
2002.
State laws attempted to fill the gapsipecificareas, but as of 2001, 35 out of 50 states
had a Right of Access claysad only 6 out of 50 hadRight to Amend clauseegarding
hospital records, the numbers were even less for physician records (Pritts, ZB@ZRight to
Amend enables patients the ability to request an amendment to their PHI from a CE (Oachs &
Watters, 2016).There was a need to provide an impetushealthcare organizations to uphold
HIPAA requiremend through rew legislation.
Defining a Breach
In 2009,President Obama passed the American Recovery and Reinvestment Act (ARRA)
to help stimulate the economyhe Healthcare Information Technology for Bomic and
Clinical Health(HITECH) Act was a portion of ARRAnNdfaoa used on &é6Breach Not |
Under these guidelines, a healthcare organization must notify patients and tec@®iivil
Rights (OCR) of instances of breached PWharner, 2013).
The Department of Health and Human Services (DHHS) newly defieaedhes
specificallyin terms of healthcare informatiofiReportable breaches arestance where there
has been an fAacquisition, access, Jumaemannenr di s
not permitted by the HIPAA Privacy Rule which compromises the security or privacy of the

[ PHI'] 0O (U.S. Department of,pBealth and Human S

Privacy Officer Designation
Thefederallegislation, Modifications to the HIPAA Prieg, Security, Enforcement, and

Breach Notification Rules (2013pstitutedthat all CEs are required to have a designated
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privacy official to develop and i mpl ement the
The specific legislation languagaly discusses a privacy official in terms of being responsible
for the P&P development and implementation, there is a separate bullet point that the facility
must have a designated contact person for handling complaints and investigfagangortant
to note that the legislation itself has many standards for facilities to implement, however the only
personnel designation comes from 164.B8@sonnel designationsith the language outlined
above(Modifications to the HIPAA Privacy, Security, Enforcement, and Breach Notification
Rules, 2013) However, many facilities and studies view these positions as interconnected as
they are under the same header in the legislation. The industry hasedehtsirole as a
Privacy Officer.

Liginlal and colleaguef012)identified thisindividual asresponsible focreating,
maintaining and enforcing internal policies andgadures that align with HIPAAAdditional
responsibilities include identifyingréaches of PHI, determining if they are reportable and if so
reporting the breach to the oversight body (Liginlal et al., 20TBgre are sample job
descriptions to help create or outline the responsibilities of this position. Two notable examples
comefrom a Sample (Chief) Privacy Officer Job Description fromRhgacy and Security
Council (2015)nd from thdntroduction to Health Information Privacy and Secutiytbook
by Laurie Reinharfhompson (2013) Both include a general purpose statermdnth states
the Privacy Officer is responsible for the or
mai nt enance of andboepliinaeomth the prggéasBoth gafmple job
descriptions state a Bac h aagemeltsrotbeelgtedédedd | N hea

would be requiredA Certified in Healthcare Privacy and Security (CHPS) credential and/or a
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Registered Health Information Administrator (RHIA) or Registered Health Information

Technician (RHIT) credential are recommendethoth sourcesThe descriptions both identify

integrity as a key skill or requiremenA final note on the job descriptiofi®m both sources

state that the name of the position may vary
in the HIPAAregulations. ReinhartThompson, 2013; AHIMA Privacy and Security Council,

2015 . However, as shown above, the ,(Jbatgi sl at.
does not outline any requirements for the position includithgcation, skills, or coentials.

Any suggested requirements for the position of Privacy Officer have come from industry.

Harm Threshold

When the HITECH portion of ARRAassedit introducedthe concept of breach
notificationto federal law There was a specific definitionvhich this notification must occur
when it posed fisignificant risk of financial,
(Blustein & Lapidus, 2010 para. 2. In order to require notification to the patiemd OCR the
risk of harm must crogbatthresholdthustheh eal t hcar e i ndustry adopte
t hr e dDinoidk, @@L0; Vinson, 2011)The legislation required sk assessmemtith a focus

on the harm threshold.

Assumed Risk

Those required to follow the guidelines in the healthtaced ust ry consi der ed
threshol ddé | anguage and f uncTherefareafteiahopens of t h
comment periogthe Omnibus Final Rule passed2013(Warner, 2013).This ruling
implemented in January 2088d weninto effect September of 2013 (Wilder, Bennett, Bianchi

& Peters,2013)The term 6assumed rhelseadclassifcationroe key c hat
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reportableaso pposed to the O6harm thresholdd (Bendi x,

mustassumehat there is harm to the patient unless, after completioricafrdactorrisk
assessmerihey can provéhat there was sufficient low probabilibf compromise to the
information(AHIMA, 2013a; AHIMA, 2013h. The four factors take into account:

(1) The natire and extent of the PHI involved, including the types of identifiers and the

likelihood of reidentification.

(2) The unauthorized person who used the PHI or to whom the disclosure was made.

(3) Whether the PHI was actually acquired or viewed.

(4) The extent tavhich the ri& to the PHI has been mitigatéberry, 2015).

While this specific terminology and the four factors may seem like a standard at the
federal level for determining if a breach is reportable, it can leave organizations open to their
own interpredition. Patients and their privacy are now subject to internal determinations made
by healthcar@rganizations, whickould cause significant harm if not handled appropriately.

For example, Factor (1) should take into account whether generic or sensitive information
wasinvolved;this includes mental health, substance abusman immunodeficiency virus
(HIV), cancer, genomic, or other related information (AHIMA, 2818HIMA, 2013b). For
Factor (2), the recipient may have been someone with a legal obligation to protect patient
information such as another covered entity or business associate (AHIMA;, ZHBAA,
2013h. Factor (3) isurrentlyunderdebate regarding ransomwairénally, Factor (4) the
facility can tryto retrieve the information or ask that it be degedaccording to HIPAA

standards. All of these steps are laden with areas where Privacy Officers aredealdgiums,
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which can lead to vulnerability to the fpent. The Patient Harm section discusses these
vulnerabilitiesin greater detail
Reporting Requirements

Underthe HITECH Act andhe concept of breach notification, organizationsregeiired
to notify outlinedentitieswithin a specific period of timelf a breach involves the information
of 1 to 499 peoplghen an organization is required to notify the individual within 60 d&yise
breach and the Office f&ivil Rights within 60 days after the end of the year. If a breach
involves 500 peopler morethe organization is required to notify the indivadisiwithin 60 days,
the OfficeforCi vi |l Rights within 60 days, and must
outl etsé within 60 days (U. S. Department of

The 209 HITECH Actrequireshat breachebave associated penaltiesorder to
enforce ompliance with the regulationsThey occur when an organization has a breaehto
not followingthe privacy and security guidelinemdcorrective actiordid not occuiafter the
incident(Holloway & Fensholt, 2013). This does not have to be the case for the future but is the
established pattern so far.

The Secretary of Health and Human Services is required to make an annual report to
Congress about the status of lnte@s andhe penalties that were imposed@ihefirst report made
availablecoveedthe period after implementation, Septemb@&y 2009 to December 31, 2010
During thisperiod,there were 252 cases of a breach affecting 500 or padients, which
involved 7.8 million individuals There were 30,521 cases of a breach affecti@9patients,
whichinvolved over 50,000 individual patientd.S. Department of H&a and Human Services,

2011a).)
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The most recent repdirom August 0f2016, covers thealendar years of 2013 to 2014,
showcasethe higher number of reported privacy breachBairing thisperiod,thenumbers of
breaches involving 500 or more patients Weré cases affectin26.5 million individuals
There were 86,707 cases involvingslésan 500 patients atiene, whichaffected 466,477
individuals (U.S. Department of Health and Human Services, 20I63. notable that the prior
period covered only a little over a year after HITECH went into effect, and this most recent
period incluled time after the Omnibus Final Rule went into effect.

HIPAA rules and regulatiorsrecomplex, but as witnessed by the number of breach
reportingsover the past few yearthey are necessaryrior research noted areas where the
regulations failed to tect patient privagyand thefederal government acted upon those with
the creation and evolution of the HIPAA legislation. While healthcare facilities are making great
strides towards protecting patient privacy, there are still many cases where thegtdeto
provide protection A recent study found while facilities may take steps to protect prjvacy
including the use of advanced information technology syst&tomgy with biometric and two
factor security systemsbreaches still occwith paper and electronic records (Gabriel, Noblin,
Rutherford, Waldeng& Ward, 2018).

Individual facilitiesdeterminevhen eporting of these cases to the patients and the
federal government isecessary While the guidelines are in plasmmeissues maynfluence
decisions outside of tHfeur-factorrisk assessment. These issues can include past history with
breaches, current trends, and financial liabil®atients are at risk for harrfnthe organization

and the Privacy Officer make tineongdecison.
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Factors Influencing Breach Reporting
This section reviews the relevant reseadund how the established privacy laws
impact healthcare facilities and whether those facilities then ensure or fail to ensure patient
privacy. The majority of the liteature on patient privacy in the healthcare industry discusses the
impact of a breach on an organization, as well as the breakdown of the causes of breaches, but
there are gaps within the literature. These gaps include how the language for reporting
requirenents will affect the number of breaches reported to OCR and what impact an increased

effort on reporting will have on healthcare entities.

Breach Types

Breach type can affect all four aspects of the risk assessment required under HIPAA. The
type of breach can influence the information that was in the chart, if it was accessed, if it could
be mitigated, and if an unauthorized person access€lGt.R 6 ortimg enechanism divides
breachesnto specific types. The types available are theft, loss, unauthorized access/disclosure,
improper disposal, hacking/lihcidentand unknown/othetd.S. Department of Health and
Human Services, 2016).

Due to its accedsility on the OCR website,issection ofreported breach data of cases
involving 500 or more individualis availablenumerous times in the literature (Kroll Advisory
Solutions, 2012; Wikina, 20148ai, Jiang, Flasher, 2017). Itngtablethat statistial analysis
by third partiegs lackingon data breach information involving less than 500 patientsgseras
OCR has not made this data available

For years 2012014, the highest percentage of breadbksinder the theft categary

However, thiss a downward trend as the percentages for theft have dropped from 60% in 2009
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to38%in2014The ot her <cat egor ibaengthd second moasacbnemomtype h
in 2014 Unauthorized access/disclosure rose every year but one with the thiesthig
percentage now at 26%, and it came in highest for 20lthémumber of individuals affected

(U.S. Department of Health and Human Services, 2016).

Breach Causalityt Human Error

Studies in the past have focusetthe causes behind the errors that result in privacy
breaches(Kraemer & Carayon, 2006; Wood & Banks, 1993; Liginlal, Sim, & Khansa9;200
Liginlal et al, 2012. Liginlal (2009) found that timan errors tend to fall ioa one of two
categories, slips and stakes. The study identified errorssips when individuals complete the
correct action but fail to exetaiit accurately.Examples of slips are accessing the wrong patient
chart, misdial when faxing patient information, and accessing data thrasglured methods.
The study also identified thatistakesarewhen individuals accurately execute theng action.
Examples of mistakes are accessing the wrong type of information within a chart and stolen or
lost laptop wih unsecured data (Liginlal, 2009

An organization can continue to find answers to issues that cause many tgpesspf
however studies have shown that human error is haelitoinate(Kraemer & Carayon, 2006
Wood & Banks, 1993; Liginlal et al2009; Liginlal et al, 2012). Ina comparisomf the causes
of breaches, Liginlal et al. (2018howed that organizational privacy officers perceived that their
percentage of breaches occurring from human error vetisesfactors was very higlt is
essentiato understand the differemways an error occurs to help mitigate the causing factors, but

an organization must be cognizant that certain human errors will egandless
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Cybercrime & Ransomware
Human errors are not the only threat to the safety of patient privacy.stNdigs have
shown that there has been a shift from primarily internal causes of breaches to external
(Ponemon, 2006 The Federal Emergency Management Agency has identified external attacks,
such as cybercrime and ransomware, as an area of emerginghd@iaake & McGrady,
2016). While federal assistance is being determined, with HHS potect##iyoratingwith
the Department of Homeland Security (DHS) and The National Institute of Standards and
Techndogy (NIST), they have not issued formal guidan@hismeans facilities are still trying
to understand and mitigate risk on their own (Frank, 2016).
Cybercrime has been an emerging threat as healthcare entities are vulnerable with the
widespread use of electronic health records and the prolifecdtimetworked systems (Kruse,
Frederick, Jacobson & Monticone, 2016; AHC Media LLC, 2@lénke &McGrady, 2016
Cases of cybercrime typically involve theft of medical records for a multitude of reasons that
could include identity theft or mediclihud,whichis detailed in the Patient Harfiruse et al.,
2016).
A specific area of conee is ransomware. The Office f@ivil Rights defined
ransomware as:
éa type of mal ware (malicious software) di
defining characteristic s t hat it attempts to deny acces
encrypting the data with a key known only to the hacker who deployed the
mal war e, unt il a ransom i s paid. Af ter th
ransomware directs the user to pay theransomt he hacker €é in order
a decryption key. UY.S. Department of Health and Human Services, 201
While there has been a significant amount of peeiewed research into cybercrime,

ransomware is still relatively new. A systematic literatreview of these concepts2016
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yielded mostly news articles, with few journals producing yreeiewed research on

ransomware to date (Kruse, Frederick, Jacobson, and Monticbis)is an emerging profitable
business venture for hackers,toganmae ss t o a medi cal organi zati o
access to the organization itself in exchange for ransom (Eisenmann, Z8@93pecific type

of breach has been under question by the industry to determine if it is reportable, because due to

its naure it would affect large number of individual®CR issued unofficial guidance stating

that it would be a AJSabDepartnseptefdieafthiacd Hdneah ferviges,n a t i
2016 p.7. In cases of ransomware, the hacker may disable a conguiggstem from usage

until theorganization pays thensom, whib does not necessarily mean the haekeessed

information on the device/systeritherefore OCR recommends a fact specifletermination

rather thara rigid definition However, this leawit open for interpretation by the healthcare

facility and Privacy Officer.Breaches can occur on a variety of fronts and may be hard to

anticipate, leaving facilitiek bereactive rather thamsing aproactive prevention model.

Financial Effects of Privacy and Breaches

Privacy has a considerable financial impact on healtlarg@mizations. Every layer of
privacy, from prevention to mitigatioewan have an impact on the bottom line of a healthcare
facility. A breach of patient information can tetrimental to an organization, through direct
costs (penalties, lawsuits) as well as indirect costs such as lower revenue due to decreased market
sharg(Khansa et al., 2012; Ponemon Institute, 2016; McMillan, 2015; Boerner,.2U0h8)
financial impact grivacy breach incurs on an organization could be substamtdiarger
organization angossibly even fatal to a smaller organization. Due to tfaesers,it is crucial

to understand how healthcare organizations are reacting to the policy.
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Prevention & Front-End Costs

Ideally, if asked about the need for healthcare organizaiioprotect patient privacy, all
facilities might agree. Howevehédre aresignificantupfront costs, those associated with
prevention and protecting patient privaag equired under HIPAA. When first introduced,
estimated cost® implement HIPAA protections included education strategy and assessment,
program management, governance, electronic transaction line items, security line items, and
privacy line items all addgnup to a range of $10,000 for a physician group practice to $14
million for a large integrated system (Coate & MacDonald, 2002).

The HITECH Act had requirements for covered healthcare facilities to not just implement
electronic health records but to ilement systems that worked in such a way that provide
meaningfuland securelysed datdLaTour & EichenwaleMaki, 2013). Whilehe federal
governmenprovidedfundingasanincentive for meeting Meaningful Use criteria, the monetary
amounts were not neggarily enough to offset the costsmplementation (FlemingGuller,
McCorkel, Becker, & Ballard, 2011). Fleming et al. (2011) found that the cost for
implementation of a system that would meet meaningful use in the first year alone would be
$162,000 with an additional $85,500 in maintenance feesSqutgysicianpractice. Adler
Milstein, Green, and Bates (2013) in a pilot study found that only 27% of physician practices
would have a positive return on investment diter years.

These studies are not taking into account the fact that Meaningful Use crtegia h
changed as it evolved from Stage 1 through Stage 3haba system installed during Stage 1
may not be sufficient to meet Stage 3 criteria. This could require significant financial

requirements to meet the new standatdslECH and the Omnibus Fah Rule havexddded to
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the financial upfront amounts by requiring expanded IT costs (security needs, system
maintenance, software upgrades), legal costs (counsel, consultations), and manpower costs
(update policy and procedures, privacy officer status assikessments) (McMillan, 2015).

These costs amitical to understand as they affect the viability and potential profitability
of an organization. A study conducted by Khansal.€2012) found that there is a close
relationship between the announcatnand implementation of HIPAA standards and the
fluctuati on of a Whemoking gt thé&medirectycakergnr i c e s .
announcement about a change in HIPAA requiremérgse was a statistically significant

negative returnon atradedcompp 6 s st ock price (Khansa et al

OCR Fines

Backend costs, those incurred due to a reportable breach of information can be just as
impactful to the financial viability of an organization. These costs may include internal
investigation, notificatin, OCR fines, loss of market share, damageli@and, and potentially
lowered reimbursements (McMillan, 2015).

Follow-up on reported breaches by OCR is required under HJRAAOCR has handed
sanctions out Since the inception of HITECHhe fines havéeensolely on instances where the
breach affected more than 500 individuafss of January 22013,theyhave imposed finesn
smaller breaches (Heubusch, 2011). On that date, the first settlement involving less than 500
patients occurieto the Hospice of North Idaho in the amount of $50,000 due to the theft of a
laptop HHS publicly announced through a press statement on their weld§it&. Department

of Health and Human Services, 201Tble 1 outlineshte penalties for noncomplce.
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Tablel: Penalties for Noncompliance

Per Violation Identical Violations / Per Year
Unaware of Violation $100 $25,000
Reasonable Cause $1,000 $100,000
Willful Neglect-Corrected $10,000 $250,000
Willful Neglect-Uncorrected $50,000 $1,500,000

SourceModifications to HIPAA, 2013Holloway & Fensholt, 2013

As Table 1shows the lowest penalty occurs when a healthcare facility is unaware of a
violation, and the finas only $100 per violation. An example of this wouldiba facility had
proper policies and procedures in place @@dprivacy breach occurred by an employee who
followed the policies and proceduraad had aimple mistake like a misdialed fax number. The
penalties increase as the scale of the offense sesed he highest penalty is associated with
Willful Neglecti Uncorrected. One example here would be a healthcare facility that completely
disregards HIPAA Privacy and Security requirements with no policiepragdures, which
leads to a breach of inmimation. Another example would be that an employee steals patient
information and sells it to a thigharty;the facility discovers the breach and does nothing to
correct or mitigate the cause.

HHS publishes a list of breaches involving 500 or more patiem theinwebsite, which
is accessible for anyone to see (Boerner, 2010). They have posted a list of notable breaches, as
well as the action the organization has taken and the sanctions imposed on them (Boerner, 2010).

Table 2 lists some examples
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Tale 2: Breach Examples Involving 500 or More Patients

Date Organization  # Patients Breach Penalty
Affected

8/14/13 Affinity Health 344,579 Leased copiers returned $1,215,780
Plan Inc. without wiping hard drives

7/11/13 Wellpointinc. 612,402 Weakness in internet $1,700.000

database

5/21/13 Idaho State 17,500 Incorrectly disabled firewall $400,000
University

1/9/17  Presence Healtl 836 Untimely reporting of breach $475,000

11/22/16 University of 1670 Malwareinfection $650,000
Massachusetts

Source: U.S. HHS017

As shown in Table 2, the number of patients affebiebdreaches can vary in range but
canbe quite high. Affinity Health Plan, Inc. services healthcare plans for companies that provide
health insurance to theémployees. Their breach, returning leased copiers without wiping hard
drives, was a common error many healthcare facilities made early on. Common knowledge in
the industry seemed to miss that there are hard drives on copy machines that have tte ability
storelargeamounts oscanned or copiediata. Another example, Idaho State University, had a
security issue where their firewall had been incorrectly disabled leading to vulnerabilities in the
systemof 17,500 patient@J.S. HHS, 2017)
Breach Costs

Costs associated with breaclags high A study by the CSI Computer Crime and
Security Institute stated that the average cost to a company for a security breach is $234,000.
When factoing in the study performed by Kroll Frai@blutions, whictfoundthatoverall
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5,306,000 individuals have had their privacy information breached, the numbers add up very
quickly (Khansa et al., 2012).

Studies haveshownthe high costs associated with breachBse Ponemon Institute
(2016) conducted benchmarlkstudy, whch estimate the cost of patient data breaches annually
for healthcare organizations®.2 billion. This studyspans humerous years anadsv on is
sixth iteration Thestudy alsdoundthatof organizationghat responded, 90% experienced a
breachincident over the course of 2 years previous to the sindgstimatedostto each
organization was more th&2 million (Ponemon2016§. These figures have held steady across
all six iterations of this study, from 2010 to 2016 (Ponemon, 2012; 2013; 2015; 2016).

They also studied theconomidmpact of asinglelost patient on the organization when
consideringmarket sharewhich is an average lifetimealue of $113,580 per patiefRonemon
2016. Further studies encompassing the entire mankettjusthealthcarehave addressed the
economic impact of data breaches on market value and shareholders, concluding that breaches
concerning confidential data have a negative impact (Campbell, Gordon, Loeb & Zhou, 2003;
Khansa & Liginlal, 2009; AndoiBaidoo & Bryson, 2006 AndohBaidoo, AmoakeGyampah, &
OsetBryson, 201).

From all of this research, it is clear thackendprivacy costs may havesizeable
financi al effect on an organizati on. A breac
organization asvell through direct costs (penalties, lawsuits) and indirect costs such as lower
revenue due to decreased market share. The financial iofgaath the froriend andoackend

costs on an organization could be substantial, possibly even fatal to a smgateration.
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Economic Supply & Demand

Rice and Unruh (2016) stated thia¢ tconcept of supply and demand is central to the
di scussion of economics, where supply is the
alternative priceso and demand is fAhow many ¢
pri ces op. 59)p The Key flctmtated by the authois that supply and demand economic
reasoning only holds up under alyraompetitive marketplaceThe authors also state thaany
have tried to impose these concepts onto the healthcare market in the thtesdv@hout first
realizing that the healthcare market in the U.S. is not tmypetitive in economic termsOf
the 14 assumptions listed by Rice and Unruh that are requiredrfdy aompetitive marketthe
healthcare field meets fe{2016).

Squre and Anderson (2015) found thhetUnited States, as a nation, spends a great deal
on healthcare, more so thather industrialized nationd he authors also found thait 2013,
17.1% of the gross domestic product (GDP) was spent on healthcaresswaiitticeper person
average of $9,086There are significant pushes to decrease the cost of healthcare as the high
rate of spending has not led to better outcomes (Squires & Anderson, 2015). Cost cutting can
come from a variety of avenyemd one signi€ant area is reimbursement to medical facilities
as they can conform through competitive market methods. However, as healthcare does not hold
true to a competitive marketplace, this thinking can lead to dangerous consequences in patient
care including th potential to jeopardize patient privacy.

If privacy is a goodand the healthcare market was truly competipagients would be
able to demand privacyf the facility does not supply privacgneaning they suffered breaches

and violated HIPAA rulesand regulations, the patients would then be able to take their business
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elsewhere. However, we have already stated that healthcare is nptcatnpetitive market, so
what drives privacy adoptions among healthcare facilities? While there are federal rules and
penalties associated with breaking them, are they enough to offset the lack of market
responsiveness?

Do patient sd ma &rdeakthcaceHaoilities® Thé m amirgportart
guestion because if they are unable to purchase from another facility, does the original facility
have any impetus to provide the good the paties¢éking. With the high upfront costs and the
need to pdorm costcutting measures, healthcare facilities may not wish to fund privacy
measures and deal strictly with the ba&eid breach costs, especially if it may not hurt their
market share. Healthcare facilities may also choostomeport a breach sindbe law does
leave certain decisionie the discretion of the facility to avoid tiheckendcosts of the breach.
According to economists, demand is the key factor in a truly competitive marketplace (Rice &
Unruh, 2016). However, demand yriae the keydctor missing tanake healthcare facilities

enact required privacy measures.

Patient Harm
Thecritical concerns foprivacybreachesn healthcararethe detrimental effestfor the
patient which can range from simple financial fraud, to blackmaimealical identity fraud.In
order to understand the magnitude of this issue, we must first understand why a patient having
his/her privacy information breached is harmful.
Massivebreaches that occur in other industgas provide prime exampleBhemeda
widely covered the Target breacHackers were able to access data on the credit cards of 40

million customers The hackers may have accessed ghiegnal information on upwards of 60

28



million individuals (Dezenhall, 2015). Over the nextsignths,other large retailersuffered
breachesncluding Home Depot and JP Morgan Chase (Kerr, DeAngelis, & Brown, 2014). In
these cases, the type of information accessed is mainly financial (Korolov, 2015). Individuals
may have their credit cardumbers used for false purchases and cash withdrawals leading to
financial instability(Korolov, 2015 Martin, Borah, & Palmatier, 2017

In an article by Greene (201%gsedike the Target breach whefieancial and
demographic informatiowasbreached,ignificant harm comes from identity thefGreene also
stated thattis differs with nformation stolen from a healthcagstity, whichcould include
everything necessary to complete an iderttigft kit but with more harmful lifgeopardizing
possibilifes With information including social security numbers, employment information, and
birth dates, an unauthorized user can continually open new lines of credit instead of accessing
justone account or ongreditcard (Greene, 2015).

Medical records coain extremely sensitive information (Lidal et al, 2019. This
information includes financial data as in the case of Target, but also social security numbers,
demographic information, and clinical information including medical diagnoses anddrgatm
plans (Liginlal et al., 2012

A breach in this area cdeave an individual vulnerabte a single unauthorized user, and
even possibly to the world depending on how that information is used. Not only do victims need
to worry about monitoring their fimeial statementdyutthey mustalsobrace for a potentially
more harmful fallout from their medical information made public or used against them (Liginlal

et al., 202).
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Another potentially harmful effect to the patient is that of insurance fxaddnedtal
identity theft(Korolov, 2015 Federal Trade Commission, 2010 he unauthorized user can
expend the patientodés available services | eavi
health care needs (Korolov, 2015). Toiten occurswith prescription medications (Korolov,
2015). The unauthorized user can also redeeament, whice nds up on the pati
as the pati ent 6 s;Arori,2009% MWhenthekpatien dttempts to Be€eilres
medical services,theunath or i z e d u ssenterbvinedtwitheghgptamhe netnt 6 s pr evi
medical history (Korolov, 2015)The patient may also receive large medical lbdigorocedures
and treatments aurred by the unauthorized user leading to financial loss (Amori, 2008).

Technology is advancing at a rapid pace, butésisentiato stop and consider the effects
these advances might have on patients. Genetic information provides a wealth of knowledge and
is extremely valuable for research purposes which is why it apalgr type of data for crowd
sourcing discoveriesSome studies have shownd type of data can be-rgentified, and once
available online can bente immune to redaction attempts, this can be especialljntaases of
genetic information with Diredb Consumer testing providers like 23andME and Ancestry.com
(Zarate, Brody, Brown, Ramirendreotta, Perovich, and Mat2016;Brase, 2018; Erlich,
Shor , Car mi ). Other iypeDot technol@gleal &lvances of concern are the
implications of facal and radiological images (Parks & Monson, 2016) and health information
exchange participatiorGfando, Murck, Mahankali, Saks, Zent, Chern, Dye, Sharp, Young,

Davis, Hiestand, and Hassanzadeh, 2017).
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Prospect Theory & Privacy Breaches

This section providsthe history andbackground bProspect Theory and then discusses
how Privacy Officers as agents of healthcare facilities can apply it to the problem of breach
determination

Prospect theory is a robust evolving theory that has many implications fagermaant
and healthcareThe theoryevolvedthroughout the last 300 yedrem the concept of utility to
Risk Theory to Prospect Theory, and some have even accepted a further iteration, Cumulative
Prospect TheorgTversky & Kahneman, 1992)In order to aply Prospectheory,we must first
understand itsoncepts, the possibilitiebuilding blocks, constructs, and the relationship among
these element§laccard & Jacoby, 2010).

It is important to note that while the constructs have compounded upoothacieach
one is still a crucial part of what we consider current day Prospect THéwoughout the years
the research has built upon the exiting foundation, keeping the original constructs and adding
newoneswith each iterationProspect Theorfiasthe following constructs of concepts listed in

Table 3.
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Table3: Prospect Theory Overview

Construct Definition

Utility Satisfaction level

Diminishing Marginal Utility =~ As item increases, utility of increase diminishes

Risk Behavior Risk averse, risk neutral, risk seeking

Reference Point I ndi vidual 6s status on ¢é]
Value Function In terms of gains= riskveerse; In terms of loss= risk seekil
Weighting Overweigh (w+, small probabilities) and

Underweight (w, large probabilities)
Framing View of outcome will determine willingness to take risk
dependent on value function

Loss Aversion Peopleprefer toavoid a losgatherthanhave again

Source: Arrow, 1971; Briggs 2015; Bernoulli, 1738; Kaman & Tversky, 1979; Tversky &
Kahneman, 1991

In Table 3, he theory terminology used feachconstruct haan applicablalefinition.
Eachconstrucutilizesitsor i gi nal a dhemextrssction mdves throygh the iterations
of theory that ledo modernday Prospect Theory highlighting the constructs listed in Table 3
Risk

Prospect Theory can be traced back to the 1700s. In 1738, Daniel Bernoulli published a
paper detailing he Measurement of Riskwhich he used statistical principals to désza way
to measure risk without taking individual factors into account, rather than just the probability of
an event occurringBernoulli identified he first construct of what we consider modern day
Prospect Theory, utility. Utility indicasesatisfation levels. An individual will take a risk in

32



proportion to their utility from the outcome, their satisfaction level with the chance of gain,
rather than taking into account the proportion that the gain will d8armoulli, 1738)
Diminishing Marginal Utility

The theory continued to evolwvehenAlfred Marshalladdressed ih his bookPrinciples
of Economic$1890). He found thadditional increments of an outcome increase utility
However,utility does not increase at a consistent rdtee further removed from the initial
reference point, meaning the more one has of somethingcttease in utility diminishes
(Marshall, 1890Holmes et al., 2001 This is the second construct of Prospect Theory,
diminishing marginal utility (Marshalll890).

A simple illustration of this is money. A person starting at $0 who gains $100 will have
high utility. As they continue to gain in $100 increments,utiléy they derive lessens. Thus,
when the individual has $100,000, adding an additiondD$bes not hold the same value of

utility as when they had $0.

Risk Aversion Theory

In the 1960sJohn Prat{1964) and Kenneth Arrow (197 Xeveloped @heory for what
had been building to that poimjsk Aversia Theory or, in some researdixpededUtility
Theory The theory builds upon previous works by including a classification among individuals
regardingtheir willingness to accept risk, which is the third construct under Prospect Theory,
risk behavior(Arrow, 1971) Individualsfall into one ofthree categories, riskrarse, risk
neutral, and risk seekin@ratt, 1964Arrow, 1971) In an individual who is risk\aerse, all the
characteristics that were determined before hold true including diminishing marginal utility as

gains increaséPratt,1964;Arrow, 1971) In an individual who is risk neutral, risk will make no
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difference in their decisiofn an individual who is risk seeking, they gain greater marginal
utility with the chance of risk and as their overall wealth incregsesw, 1971)

In Figure 1, graphs A, B, and C show the pattern of behavior based on our fourth
construct, expected utility. Dependent on the viewpafitihe individual on risk, thexpected

utility, or prospective level of satisfaction, changes (Arrow, 1971).

' UI:W:I A Um’) F U(W}
UM-E] uMl} UM-|]
U{EMW)
E{U
it EUW)
sLiCE)=
UEMW) E(U[W))
upw) =U[CE)
U{EMW)
Uiwg)
-RP+ W W U RP w
Wy CE EMW) w, 7 W, E(W=CE w, T W EW CE W,
{A) - Risk Adwverse (B) - Risk Neutral (C) — Risk Seeking

Figurel: Risk Premium
SourceQniemiec, used under CCO 1.0/Combined graphs

Evolution to Prospect Theory

Daniel Kahneman and Amos Tversky (1979), built upon existing risk aversion theory to
create their seminal artickrospect Theory: An analysis of decisions under fisley pstulated
that a value functiorsirecessarys a person will use a reference point to evalir@eutcomes
that are possibleUp until this pointfhe authors stated thiatvas determined thain individual
would decide whether or not to take skrbased only on the amount of utilibey would get
from the outcomén regard taheir overall wealthWith referencepoints,it was determined that

the individual would maka decision based on thalue of eitheigains or losasfrom the risk
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Arel ati ve t o s o me(Kaheemanr&aversky,e97®.r2&)nThiwvinflgencesn t o
Research Questions 1 and 2:
RQlL:Does the Privacy Offi cer dgélewelsdffecrtheinahace poi nt
to report a breach of patient information?
RQ2:Does the Privacy Officersdé reference points
report a breach of patient information?

Kahneman and Tversky (1979) aRbspect they brought the concept of loss into
theory, no longer just determining risk based on the gain but also where loss was condeened.
authors stated thathenindividuals make dcisionsconcerningooth, the central graphs of risk
aversion and risk seekirpld true but add togethemlhe value function stipulates thahen
evaluatinggains,a person is risk averse and wheraluatingossesa person is risk seeking
(Kahneman & Tversky, 1979)The new graphical representation of this is in Figureh2&risk
averse behaviois on the upper right quadrarmind the risk seeking behavior is in the lower left

guadrant.

VALUE

LOSSES GAINS

Figure2: Hypothetical Value Function

Source: Kahneman & Tversky, 1979
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Prospect theory included what Bernoulli resfablished in the 1700s and compounded
upon it, that individuals do not use the actual probability of the risk when considering it
(Bernoulli, 1738).Probability of a risk outside of absolutes, 0% or 100%pisaligned with the
decision weights givehy individuals (Kahneman & Tversky, 1979; Holmes et al. 120As
illustrated in Figure 3 ndividualstend to overweigh(in very small probabilities) and
underweigh (in large probabilities) the actual probability of their choices when deciding whether

to take the risiKahneman & Tversky, 1979)
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STATED PROBABILITY: p
Figure3: Probability Weighting
Source: Kahneman & Tversky, 1979
Anotherfundamentathange from established risk aversion theory was the inclusion of
framing. Kahneman and Tversky (1979) used ¢bacept of framingo explainthat the way an
individual views the outcome of risk will determine their willingness to take the risk dependent
on the Sshaped curvehown in Figure 2 The authors found thahe persommay view the

outcome as a gain, which means the likelihood of the individualdddke risk falls on the risk
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averse concave curvedowever, another person may view the outcomelassa whichthen

will lead to thelikelihood of the individual taking #arisk to fall on the risk seeking convex
curve(Kahneman & Tversky, 1979)This influences Research Question 3:

RQ3: Does the framing of a scenario affect Pri

information?

Loss Aversion
Not even a decade aftéversky and Kahneman (1994¢gan writing about Prospect
Theory they published another paper regarding the concept of loss aversion. This expanded
upon the inclusion of the loss function to create ttsh&ped curveThe authors found that on
the loss ge, the convex curve has a sharper steep in the beginning as opposedhaake
curve on the gain sidehis is to simulate that a person willfedla s s o6 har d.elEvén t han
though it has a steep downward projection in the begintiiegautiors stated thahe loss
functions the same as a gain in tiditas diminishing sensitivityJust asutility plateaus for an

individual 6s gai n, (Bverskgdfokalentam 299lhurt from a | o

Cumulative Prospect Theory

A decade after their 19&eminal article, and only one year after their loss aversion
paper,Tversky and Kahnemgii992)were able to build upon their original model and released
Advances in prospect theory: Cumulative representation of uncerteinitgh) detailed
CumulativeProspectTheory The authors stated thdiet main difference betwednese two
works is that whemdividuals areregarding the probabilities (and likalywderweightingand

overweighing them) they view these differently based on whether the risk is @eea frain or
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a loss perspectiveln ProspectTheory, an individual will view the probability the same no
matterthe framingas a gain or a log3versky & Kahneman, 1992)

As can be seen in Figure 2, the straight line is the probability of-aeistka individual,
which means they do not distort the weights; they only view the actual probébiliysky &
Kahneman, 1992)The w+ line shows that someone viewing the risk as a gain will overweigh a
low probability even more than s@wne viewing the risks a loss These same people from a
gain perspective will underweight a high probability even more than someone from a loss

perspectivéTversky & Kahneman, 1992)

wip)

0.0 02 0.4 0.6 0.8 1.0

Figure4 Weighting Functions for Gains (w+) and Losses)(w

Source: Tversky & Kahneman, 1992

Another difference that occurs between the two theorials aeostly with the
mathematics. \Wen creating the equation fBrospectTheory the value of the gamble is a
function of two outcomes, whereasG@umulativeProspet Theory the value of the gamble

Aapplies to any finite [gambl e] (@vereskg& matt er
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Kahneman, 1992)This is important tmote,as one must consider the amount of times the
outcome of a risks only a loss or a gain. Mg times,it will be a combination or multiplication

of the two.

Weaknesses of Prospect Theory

The changeas theory evolvemay seem minute when discussing the content of the
theory but in the mathematicglortionthey make aignificantdifferene. However, due to the
seemingly minute changasanyresearcherase the termProspecilheoryandCumulative
ProspectTheoryinterchangeablyasthey areaccepted the@satthis point. Many articles do
not mention cumulatiyeespecially if they areot formulating the actual equatioasd are only
using the conceptual portion of the theasywill be the casi this study

Another area of weakness when using Prospect Theory iaslitéé highly mathematical
with origins ineconomicsresearchermay find it difficult to apply to social research without a
mathematicianThis could deter the application Bfospect ieory to multiple settings where it
could prove usefullts concepts, outlined lateare applicabléo understand decisiemaking
concerningiskin a general sensé&Vhile multiple types of settings have applibé theoryone
specific study referenced a need for further research of message framing with uncertain
outcomes (Evangeli, Kafaar, Kagee, Swartz, & Bulleinay, 2013).
Conceptual Map

Thetenconstructs listed in Tabl@together form Prospect Theory. Each piece builds
upon the piece before. Utility is the starting point, wteréndividual moves through the list of
the following constructs and choices begin to take shpe process of placing constructs into a

map converts the conceptual system into a symbolic expresgigoravides theory construction
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(Jaccard & Jacoby, 2010). This signifies statements about the relationships between the
concepts/constructs (Jacc&dacoby, 2010).The Prospect Theory coaptual map is in Figure

5.

Reference
Point

Prospects

Value
Function

Risk
Behavior

Diminishing
Marginal
Utility

Loss
Aversion

Expected
Utility

Figure5: Prospect Theory Conceptual Map

Anindivi dual 6s r eHishar gantiogevievpoothe process.sFraming is a
factor of choice presentation. To begin, prospects (choices) are presented. Both the frame and
reference influence how thveew of theprospects and what their value functions are. The value

function of the choice determindsetrisk behavior used. The risk behavior influences the use of
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loss aversion and the diminishing marginal utility of the choice. These two impact the expected
utility of the prospects. The individual 6s
utility as well. From the expected utility, the individual will then make a choice. The choice
individuals makethen affectheir new reference point for all future prospects. This conceptual
map provides the basis for the choice of variables usetdamtudy.

As the theory has bedaroken down into its concepts and constructs, its evolution, and
can now visually map it, it is possible to evaluate it to see if it fits the standard of a good theory.
This is cruciato determine if it is appropriate tdilize the theory for further academic research.

To evaluate Prospect Theotywill becompare against several criteria outlined by Daniel
McCool inThe Public Policy Theory PriméSmith & Larime, 2013 and by Jaccard and
Jacoby inTheory Constructin and ModeBuilding Skills: A Practical Guide for Social
Scientistg2010.

Not all criteria listed by McCool and Jaccard and Jacoby will be used, as McCool stated
that it is highly unlikely that a #ory will contain every aspectt placesanundueburden on the
theory to expect it to meet all the criteria listed, so if it does fall short on some, goadsld
not necessarily cause mediate dismissal (Smith & Laren 2013. Table 4 evaluatesr&spect

Theory
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Table4: Evaluation of Prospect Theory

Criteria Further Definition

Utility/Validity Accurate representation and guide of reality
Logically consistent Not contradictory

Scope Encompasses a large range

Testability Provides hypotheses

Organization/Understanding Imposes order

Heuristic Provides future research
Predictiveness Model for prediction
Relevance/Usefulness Novel insight

Reliability Supports replication

(Smith & Larimer, 2013; Jaccard & Jacoby, 2010, p33}1

The theory meets all of the criteria mentioned in Table 2. Of most importance is that the
theory has utility and validity. Given the types of social problems we can address with this
theory it meets this criterion. Prospect Theory also provides usgid¢hleses which many
researchers list as a major criterioragfood theory, especially as there are no overarching
public policy theories that currently can satisfy this need (Smith & Larimer, 2013, p. 30).
Therefore, when adopting theories from otheld$ to public policy issues, these two criteria are

of great priority.
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Management/Healthcare Applications

Max Bazerman (1984punda correlation betweelrospectTheory and organizations.
All of the information provided previously has centered on havindividual would analyze risk
and make @ersonabecision. However,many are taking the concepts provided in these theories
and applying them to the business and healthcare fields. Bazerman (1984) made this jump and
wrote abouProspect Theoryparticularly the concept of framing, and how it can explain aspects
of organizational behavior.

Holmes, Bomiley, Devers, Holcomb, and McGuire (20ddncentrated on theey
concepts behind utility, risk aversion, prospect, @athulativeProspect Theory The authors
appliedProspect Theorto management concepts. Thmpvided examplesf executive
compensation, negotiations, affect and motivation, and human resources mandkjeinest et
al., 2011) Some of these topics synthesized what was in esgBearch, the impact of reference
points and framing idecisionmakingand pay scales. They alsbowcasediigherlevel
concepts that are organization level issues, organizational risk and return as welkig&-firm
takingbehaviors.

While this studywill focus on how individual Privacy Officers make decisions regarding
breach notification, it is important to understand their position as an agent of an organization.
While an organization itself may not make decisions, individuals are making thesierteon
behalf of the organization. Just as Bazerman found that Prospect Tdoedaygpplyto
organizations, so todoes itapply to Privacy Officers making decisions on behalf of healthcare

facilities.
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Privacy Breachesdlllustrated with Prospect Theory

Federal policy must be clear and useful in order to guide organizations. Without clear
guidance, healthcare facilities may view ambiguous langfragetheir perspective, which
could affect their behavior. thebehavior in response to a privacy bre&chot appropriate, the
pati ent 6s irisk vehichoantieaddoserious finantial, emotional and physical harm.
Thisresearchdcuses on the use of Prospect Theory to understand how Privacy Officers, as
agents of healthcare organizations,ragardingoreaches of patient information that are not
clearly definable by the existing federal polidgyis study adds to the body of knowledge as
there are no previous studibsthave appliedProspect Theory tdecisiongegarding healthcare
privacy.

The scenario presentedncerns privacy riskas determined by andividual Privacy
Officer of ahealthcare organizatiorHealthcare privacy can utilizee¢ model presented in
Figure3 in manyways;however the language ambiguity of the Breach Laill be the focus
In this case, the hypothetical facility has endured a breach. The pelgbedtes) are the
classification of the breach.

The reference point for a Privacy Offideegins with knowledge about the privacy laws
and the status of kieng experienced a prior breach. The prospects are to report the breach or not
to report the breach in accordance with HIPAA and the Omnibus Final Rule. The language from
the Omni bus Final Rul e states faci therwisees must
which makes the default choice to report. Pmvacy Officerthen uses the reference point to

frame the prospects as a gain or a loss.
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For example, in scenar® shown in Figures, a Privacy Officerhas experienced a

reportable breach befqrand he/sheknows the monetary consequences and harm to the

A

reputatons o t he value function is Oreportingdo is a

function assigned is dependent on the organiz

Prior breach Report; Do not knowg;ge'
was damaging Report Prior breach SR

Report = loss
Risk seeking

not report=
High

Not
reporting==
utility

Probability
increased

Figure6: Prospect Theory Scenario O0AO6 Concept Map
Now that thePrivacy Officerhas determined reporting a breach is a llegshefallsinto
the risk seeking behavior category. This triggers &vessionthe Privacy Officersees

repoting a breach as a loss so hefgliedo what is necessary teeepthat from occurring. It
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also affects the way diminishing marginal utility plays a role. A loss may be extremely hurtful
but if they keep experiencingl@ss,the impact okachloss deceases.

The viewpoint of the risk from both the loss aversion and diminished marginal utility
aspects then influence the expected utility of the choices. Thisusilihethe Privacy Officer
will feel from the different prospects available given bibthse aspects. ThHrivacy Officer
will also weigh the probabilities differently for the two prospects ghisfherframing of them.
If reporting is a loss, even though it might seem like a small probability that there might be a
loss,the individualwill tend to overweigland inflate the probability in his/harind. With the
expected utility of each prospect now available with all the influences given, the organization
can make what they deem the best cholteould be the opposite, as shown iersario B in

Figure7,an organi zation did not have a prior
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Low
Knowledge

Report; Do not
Report

No prior
breach

Report # gain
or loss

Reporting/Not
Reporting=
utility

Avoid loss

Correct

Weighting

Figure7: Prospect Theory

A third option in Figure8 is scenari@, showcasean organization wh a prior breach,
which did not reportwas audited anfined for failure to reportIn thisscenariop n o t

isa | oss and O6reportingd
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High
knowledge;
Prior breach

Did not report
prior breach=
damaging

Report; Do not
Report

Report = gain

Risk Averse

Reporting==>
utility

Avoid loss

U Report=
High; EU Do
not report=
Low

Overweight

Figure8: Prospect Theory Scenario 06Cd6 Concept Map

The use oProspect Theorin healthcareesearch is still relatively newndividual
behavior has useti¢ theory for quite some timbowever its implications to
managementkealthcaranalysisarewide open. This theoretical framewowill help explain a
PrivacyOfficerb s vi ew of the risk of pot,stutnileadito pri vac
predicting the actionsaken to report or not report With the policy language open to
interpretation, it places the impetus for action on the organizéitronghtheir Privacy Officers

and eaclOfficer may behave differently dependent on tleiperiences
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CHAPTER 3: METHODOLOGY

The following chapter outlines the research questions and hypotheses addresised by th
study,discusses the research design sempling method including data collection and
measurementnd explains the data analysis methodalogy provide clarificatiomegarding
the specific variables studied and the methodology usethfaanalysis, the chapter
organization isas follows:research questions and hypothesesearctdesign, samphg and

measurementjata collectiorand analysisand finally theethicsof the study.

Research Questions and Hypotheses
RQl:Does the Privacy Officerso6 ref etherohoie@ poi nt
to report a breach of patient information?
H1: Higher percentage of years employed in the healthcare field is positively associated with
reporting future indefinable breaches of healthcare information in a general scenario.
H2: Higher percetage of years employed in the healthcare field is positively associated with
reporting future indefinable breaches of healthcare information in a gain scenario.
H3: Higher percentage of years employed in the healthcare field is positively associated with

reporting future indefinable breaches of healthcare information in a loss scenario.

H4: Lower level of seHreported knowledge in healthcare privacy is negatively associated with
reporting future indefinable breaches of healthcare information in a geoersrio.
H5: Lower level of seHreported knowledge in healthcare privacy is negatively associated with

reporting future indefinable breaches of healthcare information in a gain scenatrio.
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H6: Lower level of seHreported knowledge in healthcare privacypégatively associated with

reporting future indefinable breaches of healthcare information in a loss scenario.

H7: Higher levels of education are positively associated with reporting future indefinable
breaches of healthcare information in a generalasoen

H8: Higher levels of education are positively associated with reporting future indefinable
breaches of healthcare information in a gain scenario.

H9: Higher levels of education are positively associated with reporting future indefinable

breaches of healthcare information in a loss scenario.

H10: Attainment of a Certified Healthcare Privacy and Security credential is positively
associated with reporgnfuture indefinable breaches of healthcare information in a general
scenario.

H11: Attainment of a Certified Healthcare Privacy and Security credential is positively
associated with reporting future indefinable breaches of healthcare information in a gain
scenario.

H12: Attainment of a Certified Healthcare Privacy and Security credential is positively

associated with reporting future indefinable breaches of healthcare information in a loss scenatrio.

H13: Attainment of a Registered Health Information Adisirator or Technician credential is
positively associated with reporting future indefinable breaches of healthcare information in a

general scenario.
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H14: Attainment of a Registered Health Information Administrator or Technician credential is
positively asociated with reporting future indefinable breaches of healthcare information in a
gain scenario.

H15: Attainment of a Registered Health Information Administrator or Technician credential is
positively associated with reporting future indefinable breaohlsalthcare information in a

loss scenario.

RQ2:Does the Privacy Officersdé reference points
report a breach of patient information?

H16: Prior reporting of a breach of healthcare information to the Ofiic€ivil Rights is

positively associated with reporting future indefinable breaches of healthcare information in a

general scenario.

H17: Prior reporting of a breach of healthcare information to the Ofiic€ivil Rights is

positively associated witteporting future indefinable breaches of healthcare information in a

gain scenario.

H18: Prior reporting of a breach of healthcare information to the Ofibic€ivil Rights is

positively associated with reporting future indefinable breaches of healthftareation in a

loss scenario.

RQ3: Does the framing of a scenario affect Pri

information?
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H19: A breach of healthcare information scenario framed as a gain is positively associated with
privacy officers classying the breach as reportable to the OffaeCivil Rights.
H20: A breach of healthcare information scenario framed as a loss is negatively associated with

privacy officers classifying the brela as reportable to the Office fGivil Rights.

ResearchDesgn

This studyutilizes primary data throughresearclsurveyconductedver a single year
time period As the study aims to gather data on a sample of a population at a single instance in
time, anon-experimental crossectional research desigused(Babbie, 2001 Thistype of
designis preferablalue to feasibility and ethicagstrictiong(discussed lat¢that prevent
conductionof a true experimental studyl.he collection of gmary datavasnecessary due to a
lack of prior research of thfsrmat and subjectPrior todata collectionthelnstitutional Review
Board at the University of Central Floridampleted ainitial review as welas a secondary
review of the followup email format.

This studydesignmees thecriteria for internalalidity, thatthe results are attributed to
the study and not flaws in the desigruoaccountedor factors. As the study utilizes a cress
sectional design, maturatioas the sample ages they change, instrumentati@mges occur in
the measurementstrument during prand postest,and experimental mortalityas the study
progresses individuals in the sample drop arg,not apptiable However, as guestionnaire
with multiple scenaris is being usedesting the questions themselves bias thsvegrs and
experimentebias could be valid threats to the stu@abbie, 2001)Stepsweretaken to
counteract this include the use of pilot testing and subject matter experts to review the

guestionnaire.
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Survey questionnaires in the Privacy Officer anddreach notification area are few and
not easily accessibléAs there were not precreened surveys availalilevas necessary to
develop anew questionnaire.

Carewastaken during thguestionnairglevelopmento identify issues that could lead to
threats to internal validityWhen creating a questionnaire, bias or ambiguity in wording occurs.
Using an outside revieteam such as aubject matter expert and a pilot stuldglps bring
another point of view to help correct and clarify questions and fdiiBaditbie, 2001) Pilot
study participantand a subject matter expegviewedthe questionnaire for ease of use by
surveyparticipants angrovided guidance on the scenasi Extraneous and confounding
variables are of majaroncernasthe analysis will ustogistic regressionAfter completon of
the analysis by the subject matter expert and pilot stndfyeedbackwvasreviewedto eliminate
threatsmore discussion dhis is located in the Analysis sectiofihe survey questionnaire is
located in Appendik.

Population & Sample

Thepopulationfor this study is individual healthcare Privacy Officers affiliated with the
American Health Information Management Associafi@hlIMA) . AHIMA is a national
organization that oversees the Health Information Management workforce in the United States
by credentialing and membership\HIMA has taken the lead in HIPAA and Privacy as it is part
of theeducationaprogramcredentialiig exans, as well as the focus of a specialized credential,
the Certified in Healthcare Privacy and Security (CHPS) (AHIMA, 2017).

The focus is placed on this population of individui@sthis studyas Privacy Officers are

required undeHIPAA andare rsponsible for handling any breaches of health care information
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that occur within a facility. Affiliation witPAHIMA is critical for access to knowledge and
resources as well as accésshe studypopulation.

To ensure thahesample is representatie¢ the populationand due to the nature of the
population, a noiprobability purposive sampling methadused Thereforesamplingwas
conducted based on specific chagaistics(Babbie, 2001).The characteristics focused for this
study include AHIMA membership, listing in the AHIMA Engage directory, and Privacy
designation.AHIMA offers a networking site, Engage, which houseseanberdirectory.

AHIMA automaticallylists the memberand clasifies theirinformationby their AHIMA
accountrofile. AHIMA members do sel§elect their information, including job categpry
however the information must be current and accurate for credentialing purposes.

The information from Engage ot a downbadable listand due to size constraints
searches of the list can only océarsmall quantities, meaning ortlyefirst 200 resultpopulate
Therefore, an advanced seaveiisconducted by state and by job level, whigdslimited to
Director (e.g.HIM IT)/Officer (e.g, Privacy). This was sufficient to limit the results per state to
under 200 intviduals with the exception of sevetates. These included California, Florida,
lllinois, New York, Pennsylvania, Tennessee, and TeRasearch by thanitial letter of the last
name was performed taptureall individuals for these state$ndividuals identified with
Privacy in their titlewere the only onesent the surveguestionnaireOf note, Delaware was the
only state that did not have any mduals denoted by Privacy in their titl&.here were six

states with only one individual with a Privacy title identifieltb ensure the anonymity of survey

respondentsaggregation of results occurrbdy fist at e heal t hcaresopri vac
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A breakdown of the number of AHIMA members listed as Director and with a Privacy

designation is located isppendix H

Measurement

Using individual Privacy Officers as the unit of analysnsl the methods outlined above,
surveysweredistributed. Reliability and validity of the studgireparamountand multiple
methods satigtd the four cornerstones of a quality survey as listed by Dillman, Smyth,
Christian, and Melani (2014). These include: (1) coverage ether sample does not represent
thepopulation for estimation purposes; (2) sampling drribre estimate produced by the sample
is differentfrom an estimate produced by the population; (3) nonresponsé ¢here is a
difference in the results from the group that responded and if thibsé sampled responded; and
(4) measurement errorthe respondents provided inaccunasponsethrough inability or
unwillingness due to survealdesign (Dillman et al.2014).

To account for coverage error, a narrowingofstheudy 6 s pomdiToati on occ
account for sampling errorll smembers of thédentified populationwereasked to participate.
The request foparticipationwasstructured to attract gllarticipants, whiclaccouns, as much as
possible, for nonresponse err@evelopment oftte questionnaireccurredthrough discussions
with the committee and members of the healthcare privacy community. A subject matter expert
reviewedthe questionnaire for ease of use by participants and appropriateness of scénarios.
pilot studywascondiwcted bysubmiting the questionnaire teolunteer individuals with
healthcare privacy experientieaccount for measurement etrdihe individualgnvited to
participateaccessethe Qualtrics survey to account for the entire experience that survey

respoments would haveAn additional question attheendtbEes ur vey asked AFeedb
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Comments/Concerns on Questidénsor Pilot Study. Feedback from pilot study participants is
located in Appendix.

Questionausethe guidelines listed for closeshded questions provided by Dillman et al.
(2014). Areas of concern in question design that were addressed indsiiegpand negative
stems, category listséfudeall possible reasonable answers, mutual exclusiveageot in lists,
appropriate answer spaces dependent on quéstidant, multiple choice or forceglestion

formats used where appropriate, and scalegdg®illman et al., 2014).

Data Collection

To determine the feasibility of this study, an initial exaation of the ability to obtain
contacts for survey distribution occurred. A review of the AHIMA Engage Directory proved
time-consuming but achievable. An initial listing by state showed 5293 individuals with the
Director/Officer classification, and d¢iiose 479 individuals had Privacy in their title.

A trial run of the messaging system within Engages successfulMessages sent
through the Engage system send an email to
the full copy of the textrad functioningHTML links. This was tested to make sure that there
were no additional steps or logins required in order for individuals to access the information for
the studyor the link for the survewhich might hinder response rates. The systemiges\all
thenecessary information to the potential participants in an easily read, seamless manner. The
most considerableurden vason the researcher sending out the messagesvasan an
individual level, but itwvasfeasible within a reasonable tifreme.

Identified AHIMA members were contacted tmessaging through the Engage .sitdis

required selection of a O06send messaged box
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area was required to be f Theprecessvasnepeateshtanwe | |
individual levelfor all 479 identified Privacy Officers

Data collectiorutilized the University of Central Florida Qualtrics online survey tool.
The message included a bitly link to the Qualtrics survey for ease ohdsmderstanding. his
minimized costs associated with this portion of the resedrcbrder to reach a sufficient sample
size, followup wasnecessaryhrough the AHIMA Engage sitas wellwith targeted emails.
The initial email was sent on a Tuesdayirst reminder email was sent two weeks later, and a
final reminder email was sent one week latfith a margin of error of 8%, a significance
(alpha) levebf 0.05, and a population of 479, the minimum sample size required is 115
individual response@Raosoft, 2017)This minimumsample sizenables strong conclusions and
generalizability of the results (Gogtay, 2010).

The initial survey request received 85 responses from participants. As the minimum
sample size required by the power analysis was d 1&low-up was sent two weeks after the

original request. From that, there were an additional 57 responses which brought the total to

142. However, an initial review of the data showed 27 responses were ineligible for the study.

One final request fgoarticipation the following week resulted in 170 responses, resulting in an
appropriate sample size for robust analyses (Dillman et al., 2014).
Data Analysis
Univariate, bivariate, multivariatend post regressiatatistics characteridehe datao
address the research questions and hypoth&sesesearch questionseandtwo, there are
threedependent variablashich usemultivariatelogistic regressiorthereforethreeseparate

modelstesedthe hypothese$ost regression testing thfe logistic regression models yielded
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predicted probabilitiedzor research question thresisquare testanalyzedhe hypotheses.
This sectionincludes the analysis methodology for each set of models, the formula, the
corresponding research questions aygotheses, and finally the operationalization of variables
table specific to those models.

For allregressiomodels, the control ariddependentariables remaiedthe sameThe
varialdes thatoccurredacross althreemodelsarecontrol (Age, GendeDepartmentState
Laws Facility Classification, and Profit Stajusnd independen¥garsHC, Years HC Privacy,
Education Level, Credentialknowledge LevelPrior Breach Statu&reach Number, Breach
Effectg. The three dependent variables are Gergnedch Scenario, Gain Breach Scenario, and

Loss Breach Scenario.

Multivariate Analyses of Breach Reporting

Logistic regression analyzghe effect that multiple independent variables, both
categorical and continuous, have on a single dependent categorical varlablasesgssthe
hypotheses about factors associated with reporting a breach of PHI to OCR in multiple scenarios.
The geneal assumptiomequired isa lack of multicollinearity, that the independent variables will
not be correlate{Pallant, 2013).This will be determined using thielerance Factors and the
Variance Inflation Factor@allant, 2013).To ensure a lack of miitollinearity, a test for
correlationoccurred Chisquare analysesxaminel the relationship between the variables at an
individual levé. Therearethree separateultivariatelogistic regression modelbut allusethe

following model
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f @ where:

| g e

6 = Constant
I = Regression Coefficient

w Stands for the following variables, both independent and control:

The research questions and hypotheses that are addressed with the multivariate logistic

regression tests are as follows:

RQl:Does the Privacy

to report a breach of patient information?
Hypotheses H1H15
RQ2:Does the Privacy
report abreach of patient information?

HypothesesH161 H18

Of fi

Of fi

cers

cers

0 reference poi

0 reference poi

The operationalization of the variables for the multivariate logistic regression are shown

in Table 5 and Table 6.

Table5: Operationalization obependenVariables

Variable Variable Variable Measure Source Definition

Type Classification
General Dependent Categorical  Not Report0 Survey Self-choice to report future
Breach Reportl ambiguous breaches to OCR
Scenario
Gain Dependent Categorical  Not Report=0 Survey Self-choice to report gain frame
Breach Report=1 ambiguous breach to OCR
Scenario
Loss Dependent Categorical  Not Report=0 Survey Self-choice to report loss frame
Breach Report=1 ambiguous breach to OCR
Scenario
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Table6: Operationalization of Independent and Control Variables

Variable Variable Variable Measure Source Definition
Type Classification
Years HC Independent Continuous  Number Survey Years working in healthcare
field
Years HC Independent Continuous  Number Survey Years working in healthcare
Privacy privacy field
Knowledge Independent Categorical  Excellent=1 Survey Selfrating on healthcare
Level Above Average=2 privacy knowledge level
Average = 3
Below Average=4
Poor=5
Prior Independent Categorical  No=0 Survey Reported a prior breach
Breach Yes=1
Status
Profit Independent Categorical  Non-Profit= 1 Survey Facility of employment profit
Status For-Profit = 2 status as either neprofit or
for-profit
Education Independeni Categorical  High School=1 Survey Highest level of education
Level Associates=2 completed
Bachelors=3
Masters=4
Doctoral=5
Credential Independent Categorical RHIA=1 Survey All AHIMA credentials held
RHIT=2 by participant
CCA=3
CCs=4
CCSP=5
CDIP=6
CHDA=7
CHPS=8
CHTS=9
CPHI=10
Facility Control Categorical  Acute Care=1 Survey Facility of employment type
Type IHDS=2

Ambulatory = 3
Behavioral =4
Physician
Practice=5
Consultant=6
Education=7
HIE=8

Home Health=9
Long Term=10
Non-Provider=11
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Variable
Type

Variable

Variable
Classification

Measure

Source

Definition

Gender Control

Age Control
Department Control

State Laws Control

Categorical

Continuous
Categorical

Categorical

Other= 12
REC=13
Male=1
Female= 2
Prefer not to
disclose=3
Other=4
Number
Executive = 1
HIM Staff = 2
IT Staff=3
Joint=4
Other=5
No=0

Yes=1

Survey

Survey
Survey

Survey

Gender

Age
Role in healthcare current
position falls under

Presence of additional state
breach reporting laws

Bivariate Analyses of Framing Effects

A comparison of the three breach scenario questions showbaseapacthatframing

of a scenario has on the decision an individual privacy officer nfakéseach notification

determinationsee Table 5 fathevariables usedA chi-squaretest for independenceas used

to analyze the relationship between two categorical Vasalnd to test the differences between

these two independent groups using a significance level o{Pafant, 2013Hazra & Gogtay,

2016. A comparison was made of teeneral Breach Scenario variabigainst the Gain

Breach Scenario variabéand thercompared against thass Breach Scenario variabléhe

general assumption requiredimsat all cells in the output should have a frequency greater than or

equal tdfive or in the case of a 2x2 table, greater than or equahto If thatassumptn isnot

met,thea F i

sher 6s

Exact

squaremodels but bothhave the following format:
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The research questions and hypotheses that are addressed with the bivestatarehi

B —— where;

® = chi-square obtained
x = sum of

U = observed frequency
E = expected frequency

tests are as follows:

RQ3: Does the framing

information?

of a scenario

affect Pr

H19: A breach of healthcare information scenario framed as a gain is positively associated with

privacy officers classifying the bredaas reportable to the Office f@ivil Rights.

H20: A breach of healthcare information scenario framedlassais negatively associated with

privacy officers classifying the bredaas reportable to the Office f@ivil Rights.

Software

The analysisusedSPSS and Stata software through a license with the University of

Central Florida.IBM SPSS Statistics 24 waised to run thdescriptive analyses, correlation

and chisquare tests, and multiple logistic regression models. The post regression analyses were

run using Stata software.

Once the survey closed, a final review of the data was necéssaenn the data. Of the

Data Cleaning

170 responses, six respondents started the survey but did not answer a majority of questions, five

stated

they were

not

empl oyed,

and

five

wer e

respondents did not answer onarwre of the dependent variable questions and were removed.
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To ensure a clean data set, other responses were removed if they did not fully complete the
survey, including three for o6Profit Status, 0
privay experience, 6 and six for O6Age. 0 This | ef
the minimum sample size required.

A few responses had issues addressed during the review of the data. There was removal

of any 6+06 sign ( ffoorr etxhaemptlweo 2vOa+)i aobrl ewso rddesa | i n
healt hcare. 6 An assumption would be that the
woul d be greater than or equal to the ONumber
didnotmeettdi assumpti on. To account for this and

variable created by dividing the two previous
worked in healthcare privacyo rhegeerpiceint ed t he
worked in the privacy field.

The number of responses for the options under the categories for each variable
necessitated a few modifications to the original operationalization table so that they could run
accurately i ndutchaet inoond eLle.veHor6 6H gh School and
wel | as Masters and Doctor al Degr ee. For OFa
respondents fell into two categories, so all the remaining were combined to Other. For
OKnowledgd , 56 there were no responses for Belo
were no responses for Other.

The 6Credential & variable originally dedic
However, many study participants held multiple credentsaighese were broken out. The key

credentials after a review of the correlational table and demographics were RHIA/RHIT, Coding,
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and CHPS credentials. These were modified to dichotomous yes/no variables, and the
0Credenti al 6 v ar ichominas yesine asaevéllasigrghend presenceaf adyi
credential or not. As each of the individual
variable as well, it was prudent to remove th
types @ credentials to ensure overlap did not occur.

The oO6Departmentd variable showed an intere
data. Originally there were five categories, one being Other withia biption. The Other
option was selected nunwers times with a high number of witen s f or o6 Compl i ance
were parsed out with a new category of Compliance created, Executive kept as is, and the

remaining categories combined to HIM/IT/Other.
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Table7: Updated Operationalization of Independent and Control Variables

Variable Variable Variable Measure Source Definition
Type Classification
% Years HC Independent Continuous  Number Survey Percent of years working in
Privacy healthcare spent in privacy
field
Knowledge Independent Categorical  Excellent=1 Survey Selfrating on healthcare
Level Above Average=2 privacy knowledge level
Average = 3
Prior Independeni Categorical No=0 Survey Reported a prior breach
Breach Yes=1
Status
Profit Status Independent Categorical  Non-Profit= 1 Survey Facility of employment
For-Profit = 2 profit status as either nen
profit or for-profit
Education Independent Categorical HS/Assoc=1 Survey Highest level of education
Level Bachelors=2 completed
Graduate=3
RHIA/RHIT Independent Categorical  No=0 Survey Hold a RHIA and or RHIT
Credential Yes=1 credential
Coding Independeni Categorical No=0 Survey Hold a coding credential
Credential Yes=1
CHPS Independeni Categorical No=0 Survey Hold a CHPS credential
Credential Yes=1
Facility Control Categorical  Acute Care=1 Survey Facility of employment type
Type IHDS=2
Other=3
Gender Control Categorical Male=1 Survey Gender
Female= 2
Prefer not to
disclose=3
Age Control Continuous  Number Survey Age
Department Control Categorical  Executive =1 Survey Role in healthcare current
HIM/IT/Other position falls under
Staff = 2
Compliance=3
State Laws Control Categorical  No=0 Survey Presence of additional state
Yes=1 breach reporting laws
Ethics

This study has many ethical issues to take into consideration. IRB approval was required

before data collection began. The topic at hand, privacy breach reporting, was handled with the
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utmost care during measurement tool creation. Privacy breach ngpuais the potential to be
detrimental to an organization as shown through the literature review, which could lead to a
reluctance from participants. A subject matter expert reviewed the survey and provided feedback
before use. To ensure the appropriassnof the questions, several individuals participated in a

pilot study. Lastly, all data collected is maintained with the standards required under the UCF

Institutional Review Board to ensure privacy protections.
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CHAPTER 4: RESULTS

This chaptercovers the finding from the analysis detailed in ChapterCBscriptiveand
bivariatestatistical results are discussed. Finallyrthdtivariate and post regressianalyses
used to answer the research questions from this studigtaiéed by methodf analysis.

Descriptive Statistics

Descriptivestatistics show the breakdown of invited and participating individiialsle
8) and their demographic informati@¢hables 913). This face validity check indicated the data
collected was representativetbé population studied.

Table8: Survey Requests and Participants

Contacted Participated Disqualified
State with additional
healthcare privacy laws 172(36%) 48 (39%) 1
State without additional
healthcare privacy laws 307 (64%) 75(61%) 4
Total 479 123(25%) 5

After a review of the AHIMA Engage site, 479 individuals with a Privacy designation
within the United Statewere identifiedand contacteébr participation As shown in Table 8,fo
those who participated in the surv8%% were in a state with additional healthcare privacy laws
and 8% were in states without additional lawBhis is comparable to thentactegopulation,
where it was 36% and 64% respectiveRhis is representat of the AHIMA population as a
whole as well, where they found 7.1% of their members were in the
Privacy/Security/Compliance area and this study found about 9% of the population had a Privacy

designation (479/5293aviart Group, 2015)Appendix H prowdes details of this breakdown.
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Table9: Privacy Officer/Facility Demographic Statistics

Mean Median Mode [S)fv Variance Range Min. Max.
Age 53.02 54 47 850 72.17 45 27 72
vears employedin g ¢ 28 30 1090 11881 45 1 46
healthcare
Years employed in
hea'thcare privacy 12.55 12 15 7.21 52.02 39 1 40
Percentage of
years worked in 0.49 0.45 1 0.26 0.07 0.97 0.03 1
healthcare privacy
Number of
breaches facility 34.2 12 1 57.42 3296.52 299 1 300

reported to OCR
a.Multiple modes exist. The smallest value is showr

As shown in Table 9he average age of respondents was 53 years old with a standard
deviation of 8.5 years. The number of years they worked in healthcare was high, at close to 27
years. They alson average worked a significaatount of time in privacy, with the mean over
12 years. Many respondents worked a majority of their time in healthcare in the privacy field,
with the average being close to 50%. The average number of breaches was 3drggthange
from 1-300as expectedhen taking into account some respondents may have been from smaller

facilities and others from large systems.
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Tablel10: Privacy Officer Demographics

Variable Number %
Age 2534 4 3.3
3544 13 10.6
4554 49 39.8
55-64 52 42.3
65+ 5 4.1
Gender Female 113 91.9
Male 10 8.1
Education High School 2 1.6
Associate Degree 23 18.7
Bachelor Degree 57 46.3
Master Degree 37 30.1
Doctoral Degree 4 3.3
Credentials Credential{Y/N) 110 89.4
RHIA 46 37.4
RHIT 27 22
CCS/CSSP 9 7.3
CHPS 18 14.6
CHTS 1 0.8
CPHI 1 0.8
CDIP 1 0.8
Department HIM Department 59 48
IT Department 3 24
Joint HIM/IT
Appointment 5 4.1
Compliance 21 17.1
Executive Team 26 21.1
Other 9 7.3
Knowledge Level Excellent a7 38.2
Above Average 60 48
Average 16 13
% of Years worked in 1-24 22 17.6
Healthcare Privacy 2549 51 40.8
50-74 27 21.7
75-99 9 7.2
100 14 11.4




The Privacy Officer specific demographics are shown in Tablerh@.ages of the
Privacy Officer respondents fell in greater numbers irB864 year old rang€2.76 which is
consistent with numbers from an AHIMA study which foultd3% of their membergell within
the same rang@hen taking into account their population of student members which were
ineligible for this study{Caviart Group, 2015).Gender was also consistent with the study from
AHIMA which showed a 91% to 9% ratio of women to men imparison with this study which
was 92% to 8%Caviart Group, 2015).
A large percentage of respondents held at least one credential, 8Bh#highest
number had a RHIA which is a Bachel oré Degree
the percentageof those who held that degre3¥,.4% and 46.3%. This was tka@me for the
As s 0 c i a tegréesand ceedestibl, 18.7% and 2ZPhiswas aexpectedsinceall those
who qualify do not necsarrily sit for the credential. The other two creddstihat stood out
were the coding credential category and the CHPS. Only 14.6% of those who responded held the
dedicated credential that best fits with the Privacy Officer posiitsn of note, the majority of
the respondents had at least some levblgifer education, with the majority graduating with a
Bachel or 6s ( &6egregdd)%).or Mast er
As stated previously, whemnningt he st ati stics for the O0Depa
variablethe Other category held numerous wiite for Compliancevhich necessitated the
creation of another category split from Oth@ompliancewas the third highest department with
17.1%, behind Executive with 21.1% and HIM Department with 48%. Respondents fell into

thesethreecategories the majority of the timescaunting for over 86%N'rite-in responses that
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remained in the Other category were Director of Revenue Cycle, Physician Practice, Information
Security, Patient Business Service, Quality, Risk Management and Corporate.
O0Knowl edge L gepati Gariabla that iacludefivé dategories, Poor,
Below Average, Average, Above Average, and Excell®&drespondergclassified themselves
as Below Average or Poor. The highest percentageagtel as Above Average with 48%,
followed by Excellent with 38.2% and finally the least at Average with 13%.

Tablel1l: Privacy Officer Years Employed

In Healthcare  In Healthcare In Healthcare In Healthcare
(Number) (%) Privacy (Number) Privacy (%)
1-9 10 8 45 36.4
10-19 18 14.6 59 48
20-29 39 31.6 14 11.4
30-39 39 31.6 5 4
40-50 17 13.7 - -

As shown in Table %he surveyespondenthave spenan extendegberiod of time in
healthcare on average. In Table 11, this is broken down fumtioeyear categories and shows
that over 8% of respondents have workedhiealthcare between Z® years. The average time
spent in healthcare privacy wa2.5years, and Table 11 shows that the higher percentages of
respondents have been in privacy less than 20 years. This is as expected as HIPAA was only
created in 199with a 2003 effective date, whiahas twenty years ago. The push for Privacy
Officers wasot urgent until the 2009/2013 legislation as wélable 10also shows thiswith
the majority of respondentsavingworked 50% or less of their healthcare came¢he privacy

arena.
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Table12: Facility Demographics

Number %

Facility Classification Acute Care Hospital 51 41.5
Ambulatory Surgery Center 1 0.8
Behavioral/Mental Health 7 5.7
Clinic/Physician Practice 10 8.1
Consulting Service 1 0.8
Education 2 1.6
Health Information Exchange 1 0.8
HomeHealth/Hospice 1 0.8
Integrated Healthcare Delivery System 36 29.3
Long Term Care 4 3.3
Non-Provider Setting (e.ggovt, vendor, assoc.) 3 2.4
Other Provider Setting (e,gehab) 4 3.3
Regional Extension Center 2 1.6
StatePrivacylLaws No 75 61
Yes 48 39
Profit Status For-Profit 34 27.6
Non-Profit 89 72.4

Respondents of the survey worked, by a majority, in an Acute Care Hospital, @i.5%
shown in Table 12The second highest category was an Integrated Healthcare Delivery System
with 29.3%. The other categories fell below 10% of responadgtiissachcoming closer to-1
2%. This is somewhat in line with a study AHIMA did a few years ago where their saaple
in at about 52% for Acute Care, 9% with Integrated Systems, 8% for physician clinics, and under
10% for the other categoriéa8HIMA, 2010). More of the respondents worked for facilities that

had a NorProfit status over Ferofit facilities (72% td®28% respectively).
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Table13: Breach Demographics

Number %

Prior Breach No 39 31.7
Yes 84 68.3
Breach Cases of Fewer than 500 patients per inciden 18 14.6
Classification and cases of More than 500 patients per incid '
Fewer than 500 patients per incident ONLY 63 51.2
More than 500 patients per incident ONLY 3 2.4
Breach Corrective Action Plan 23 18.7
Consequences
Corrective Action Plan and OCR Fine 1 0.8
None 60 48.8
General Scenario  Not Report 75 61
(Dependent Var. 1) Report 48 39
Gain Scenario Not Report 33 26.8
(Dependent Var. 2) Report 90 73.2
Loss Scenario Not Report 10 8.1
(Dependent Var. 3) Report 113 91.9

Overall the study found th#te majority of respondents had reported a breach, 68.3%,
but not all. As shown in Table 13;orthose that had reportable breaghmsst respondents had
only cases that affected less than 500 patients per incadehonlythreerespondents had
exclusiwely cases thatvere major bracheghatwould have required media notificatioMany
had no consequences from the reported breach and if they did it was a Corrective Action Plan
rather than fines.

The dependent variables were sceriaseclthe firstscenario was genericif there is
an ambiguous breach in the future, with no further information, wibelgreport? The majority
of respondents chose that they would Not Report, 61%. The second scenario, while still

ambiguous, included framing of theegtion with a gain perspective. It involved a case with
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paper records. The majoritgversedn this case, with 73.2% choosing to Report. The last
scenario was still ambiguous, but had a loss frame and involkattamwareattack. In this
case an overwhelming majority chose to Report, 91.9%.

The demographics by scenario are showcased in Table 14.

Table14: Demographics by Scenario

General Gain Loss
Scenario Scenario  Scenario
(yes) (yes) (yes)
Gender Male 20% 80% 90%
Female 41% 67% 92%
Education High School 50% 100% 100%
Associates Degree 48% 96% 100%
B ac h eDegreed s 40% 77% 91%
Ma s t [@egrées 27% 51% 86%
Doctoral Degree 75% 75% 100%
Credentials No 69% 69% 100%
Yes 35% 74% 91%
Department Executive 38% 73% 96%
HIM/IT/Joint 38% 75% 93%
Staff/Other
Compliance 43% 57% 81%
Knowledge  Excellent 38% 62% 87%
Above Average 40% 80% 95%
Average 38% 81% 94%
Age Mean 54 53 53
PercYrsWrkd Mean 49% 47% 48%

As showcased in Table 14, there were differemtéise demographics of Privacy
Of ficers by scenari o. Femabesorapgethghea b Yees e
percentage, 41% compared to 20% of males. Howthedrswitches with a gain scenario, where
80% of mal es rppoped to 678o6hf faméless Bor tlkedossmscenario, the
percentages were fairly similar, 90% (males) and 92% (females). Differences are shown among
education |l evels and reporting, the | owest pe
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Officers in a gneral scenario at 27% and a highest percentage at High School education level
Privacy Officers in both a gain and loss scenario as well as Doctoral Degree Privacy Officers in a
loss scenario, all at 100% reporting rates.

There were large differences angarredential holders in a general and loss scenario,
35% and 91% respectively. Department level showed large differences among scenarios
howeverthese percentages were steady among department levels, with the lowest percentages
reporting mheesad fsaerentame ogand t he ofirthdilesst per c
scenarioThis trend was evident with the knowledge level as well, even among the levels
ranging from lowest with the general scenario and highest with the loss scenario. The mean for
Age was even across all scenarios as well as for percentage of years worked in healthcare.

Bivariate Analysis of Breach Reporting

Chi-square explores the relationship between two categorical varabiesompares the
frequencies of cases in each carmggagainst expected values to determine if there is an
association (Pallant, 2013). A comparison of the calculatedqelare statistic with the chi
square distribution determined thebpability of the test resultd he test is suitable for use as
thereare independent observations with mutually exclusive categories (Boslaugh, 2013). The
independent and control variables were individually testedegitih of théoreachscenarie
(dependent variablesgjith a significance level of 0.05.

For the first dpendent variablehere was a significant result between the General

Breach Scenario and CredentiBlhe counts are provided in Tablg. 1
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Tablel5: Chi-Square General & Credential Counts

Credential Y/N Recode

Total
No Yes
General Breach Not Report Count 4 (3.3%) 71(57.7%) 75 (61%)
Scenario Report Count 9 (7.3%) 39(31.7%  48(39%)
Total Count 13(10.6%) 110(89.4%) 123(100%)
Note:c? = 4.25, df = 1. Parentheses indicate column percentages

*n=0.039

A Chi-squaregest for independence (with Yates Continuity Correction) indicated a
significant association between the General Breach Scenario and CredentiabStatus=
123) = 4.25, p = .039, phi=21(small to medium effect size).

The following variables whretested with the General Breach Scenario were not

significantat the0.05 level

1. Gender (1,n=123)=.900, p=.343, phi=0.116

2. Educatorw (2, n = 123) = 1.81, p = .404, <cre
3. RHIA/RHIT & (1, n=123)= .560, p = .454, phi&084

4. CHPSw (1,n=123)=23.397 p =.065, phi&.190

5. Codingw (1, n=123)=2.040 p =.153, pht6.161

6. Departmento (2, n = 123) = .157, p = .924, c
7. Statew (1, n=123)=.218, p =.641, phiH859

8. FacilityClasso (2, n = 123) = 1.44, p = .486, c
9. Profit Statuso (1, n =123) =.101, p =.751, phi847

10.Knowledge Levely ( 2, n = 123) = .050, p = .975,

11.Prior Breachw (1, n=123) =3.514, p =.061, phi =.187

For thesecond dependent variablegtd was a significant result between the Gain Breach

Scenario and Education Lev&he counts are provided in Taldle.
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Tablel16: Chi-Square Gain & Education Counts

Education Level

High Bachelor's Graduate Total
School/Some Dearee Dearee
College 9 9
Gain Breach Not Report Count 1(0.8%) 13(10.6%) 19(15.4%) 33(26.8%)
Scenario Report Count 24 (19.5%) 44(35.8%) 22(17.9%) 90(73.2%)
Total Count 25(20.3%) 57(46.3%) 41(33.3%) 123(100%)
Note:c? = 15.06, df = 2. Parentheses indicate column percentages

p= 0.001

A Chi-square test for independence indicated a significant association between Gain Breach
Scenario and educationlevael ( 2, n = 123) = 15. 06 (megum= . 001,
effect size)

There was another significant result between the Gain Breach Scenario and the Coding
Credential. The counts are provided in Taldlé.

Tablel7: Chi-Square Gain & Coding Counts

Coding Credential

No Yes Total
Gain Breach Not Report Count 27 (22% 6(4.9%) 33(26.8%)
Scenario Report Count 27(70.7%) 3(2.4%) 90(73.2%)
Total Count 114(92.7%) 9 (7.3%) 123(100%)
Note:c2 = 5.813, df = 1. Parentheses indicate column percentages

p=0.016

A Chi-square test for independence indicated a significant association between Gain
Breach Scenario and coding credendal1, n = 123) = 5.813, p = .016, phi&.253(small

effect size).
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The following variables when tested with BainBreach Scenario were not significatt0.05

level:

1. Gendemw (1, n=123)=.019, p =.892, phi046

2. Credentialzo (1, n=123) =.000, p =.994, phi =.031

3. RHIA/RHIT @ (1, n=123) =.747, p =.388, phi =.097

4. CHPSw (1,n=123)=2.365 p=.124, phi&.165

5. Departmenty ( 2, n = 123) = 3.519, p = .172,
6. Statew (1, n=123)=1.196, p =.274, phi217

7. Facility Classw (2,n=123)=281, p = .229, crameros Vv
8. Profit Statuso (1, n =123) =.000, p = 1.00, phi =.005

9. Knowledge Leveto (2, n = 123) = 5.106, p = . 07¢

10.Prior Breachw (1, n=123) =.178, p =.674, phi658

There were no significarmssociationat the 0.05 levabetween any of the variables and

the Loss Breach Scenario:

1. Gender (1, n=123)=.000, p = 1.000, phi=.020

2. Educator (2, n = 123) = 3.151, p = .207, c
3. Credentialzo (1, n =123) =.357, p =.55phi =-.102

4. CHPSw (1,n=123)=.936 p =.333, phi6.129

5. Departmenty ( 2, n = 123) = 4. 235, p = .120,
6. Statew (1, n=123)=.163, p =.686, phiH67

7. FaciltyClasso (2, n = 123) = .010, p = .995,
8. Knowledge Leveto (2, n = 123) = 2.215, p = . 33«
9.

Prior Breachw (1, n =123) =.226, p =.634, phi875
10. Profit Statuso (1, n = 123) =.038, p =.845, phi=.051

Research Question and Hypothesis Testing
This study aimed todalress the problem surrounding the unclear nature of breach
reporting by applying Prospect Theory to bett
reporting determinations. The survey provided three scenarios, a General Breach Scenario, a
Gain Breach &enario, and a Loss Breach Scenario. The outsofrtbese scenarios were the
three dependent variables identified for lbgistic regression mods! These three models

address research questmmewith hypotheses-15 and research questitwo with hypotheses
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16-18. Among thesehere were six hypotheses addressed by three separate models (one for each
dependent variabje

Thedependentariables were thecomparedvith chi-square analyses to identify any
differencesamongthem which addresssresarch questiothreeand hypotheses 19 and 20. The
next section details the resultkthe testing. The first set of results addresses the three models
which answer research questions one and two followed by the results of-Hupiate analysis

thatanswersresearch question three.

General Breach ReportingAnalysis

The folowing section will reviewthe tests for assumptiongluding Tolerance and VIF
tests independent variableorrelationanalysesmodelgoodness of fitests,and themultivariate
logistic regressiomodelresultsfor the General Breach Reportiig answethe following
research questions and hypotheses:
RQl:Does the Privacy Officersé reference point
to report a breach ofgtient information?
H1: Higher percentage of years employed in the healthcare field is positively associated with
reporting future indefinable breaches of healthcare information in a general scenatrio.
H4: Lower level of seHreported knowledge in healthegprivacy is negatively associated with
reporting future indefinable breaches of healthcare information in a general scenatrio.
H7: Higher levels of education are positively associated with reporting future indefinable

breaches of healthcare informatioraigeneral scenario.
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H10: Attainment of a Certified Healthcare Privacy and Security credential is positively
associated with reporting future indefinable breaches of healthcare information in a general
scenario.

H13: Attainment of a Registered Health Infation Administrator or Technician credential is
positively associated with reporting future indefinable breaches of healthcare information in a

general scenario.

RQ2:Does the Privacy Officersdé reference points
report a breach of patient information?
H16: Prior reporting of a breach of healthcare information to the Office for Civil Rights is
positively associated with regong future indefinable breaches of healthcare information in a
general scenario.
Tolerance/VIF Tests
The Tolerance/VIF test is used to test for the limited assumptions of logistic regression.

The Tolerance/VIF test for lack of multicollinearity is showTable18.
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Tablel18: Tolerance/VIF

General Scenario
Tolerance VIF

Age 0.794 1.259
Gender 0.927 1.079
Education 0.756 1.324
RHIA and RHIT Credential 0.836 1.196
CHPS Credential 0.840 1.190
Coding Credential 0.854 1.171
Department 0.801 1.248
State Privacy Laws 0.839 1.191
Facility Classification 0.861 1.161
Profit Status 0.798 1.254
% of years worked in healthcal 0.854 1.171
Knowledgelevel 0.751 1.331
Prior Breach Status 0.672 1.489

If Tolerance levelarebelow 0.10or if VIF values above 1Qhis wouldindicate a high
correlation between independent variabl&s.shown in Table 7, all variables had scores

outside of theseangesso the test shows a lack of multicollinearity to meet the assumption.

Correlation

An additional method to test for lack of multicollinearity is throeghrelation analysis
of the independent variables in the mod&able D shows the correlations betereall
independent ar i abl es. O0Breach Outcomed and OBreach
correlation with OPrior Breach St ad¥Weadr so t he
Empl oyed in Healthcared and owéreramosed ftomphk oy ed i

modelsasthep ot h had high correlations with other v
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Year so6 was included. Al l ot her ¢ amongedntolt i ons

variables wersmallwhich demonstrated lack of nulticollinearity.
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Table19: Correlationof Variables

Yrs
State Yrs Emplyd % Yrs Prior General Gain Loss
Education Credentials -RHIA/RHIT CHPS  Coding Privacy Facility Profit Emplyd  Healthcare Emplyd ~ Knowlege Breach  Breach Breach Breach Breach  Breach

Gender Level General  Cred. Cred. Cred.  Dept. Laws Class Status Healthcare Privacy  HC Privacy Level Status Outcome Class.  Scenario Scenario Scenario
Age 0040  -202° -0.065 0076 -0.148  0.040 -0.093 -0.057 -0.022 0.045 5917 327 0133 -0074 219 -222° -252° 0078 0007 0.092
Gender 0.070 -0.006 0057 -0045 0084 -0.164 -0.006 0.028 -0.082 0049 0027  -0.062 0.155  -0011 -0058 -0.007 0116 -0046  0.020
Education Level -0.085 0172 0149 0051 2507 -0.006 -0014 0015  -236" 0.000 0166  -235" 1060 -221" 0176 0121 -349" 0153
Credentials - General 4157 0142 0097 0066 0058 -177" -0.024 0.032 0.078 0051  -0.09  -0064 0053 0020 -213° 0031 -0.102
RHIA/RHIT 2027 0169 -0.055 0017 -201" -0.007 0.067 0010 -0.037 0084 0102 0028 0066 -0.084 0097 -0.065
CHPS Credential 0028 -0.010 -0.048 -0.022 -0.050  -0.038  -0.006 0010  -222° 0084 -0.103 0003 -190° 0165 -0.129
Coding Credential 0,032 287" -0.071 -0.034 0126 0017  -0.121 0106  -0010 -0016 -0010 -0161 -253" -259"
Department 0082 0152 0166  -0.006  -0081  -0.011 0015 205" 312" -1817 0026 -0.099 -0.164
State Privacy Laws 0.017 0.139 0.090 0031  -008  -0.097 0044 -0015 -0109 -0059 -0117 -0.067
Facility 0025  -0.064 0.064 0113 -230° 0121 0094 0079 0097 -0.089 -0.008
Profit Status -0.061 0,141 0089  -0066 -321" 306" 1997 0047 0005 0051
Yrs Emplyd 307" .3660 <0122 288" 281" -2627 0119 0064 -0.028
Yrs Emplyd
Healthcare Privacy 620" 381" 0066 -0072 -0071 0054 -0098 -0.118
% Yrs Emplyd HC
Privacy 22120 0139 0120 0128 -0013  -0.099 -0.085
Knowlege Level 0100 0120 0119 0002 183" 0110
Prior Breach Status 906" -866 1877 0058 -0.075
Breach Outcome 8117 -186° 0091 0111
Breach Classification -194" 0012 0015

*_ Correlation is significant at the 0.05 level (2-tailed).
** Correlation is significant at the 0.01 level (2-tailed).
¢. Cannot be computed because at least one of the variables is constant.
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Predicting Factors of a General Breach Scenario

A multivariatelogisticregression model asperformed to examine the impact that
experience and reference points have on the likelihood that survey respondents would report a
breach to the Office for Civil Righia a general scenar{®allant, 2013).Results showthe
omnibus test of the model dfieients, model fit,and the predicting factors mentioned above for
theGeneral Breach Scenaribhe General Breach scenario had a bivariate outcome of Yes or
No.

To determinghe goodness of fit of the multivariate logistic regressme| goodness
of fit tests were performedOne of these is an omnibus test of coefficients which tetts i
model as a whole is better than using a null model with no coefficients (Boslaugh, 2013).
HosmefrLemeshow Goodness of Fit Tgsbvides the chsquare statistitor this purpose. For
this model the test indicatéke chisquare = 4.957, df = 8, and p=0.76Bhe significance level
is above 0.0tndicatessupport for the model.

Table 20shows theesults of the multivariat®gistic regressiomanalysis.
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Table20: Logistic RegressionGeneral Scenario

95% C.l.for EXP(B)

Hypothesis Test

Std. Wald Chi
B Error EXP(B) Lower Upper Square  df Sig.
Intercept -1.174 2.122 0.309 0.306 1 0.58
Age -0.01 0.028 0.99 0.937 1.046 0.135 1 0.713
Gender Male Reference - - - - - - -
Female 1.235 0.892 3.437 0.599 19.733 1.917 1 0.166
Education High School/Associate Degree Reference - - - - - - -
Level Bachelor's Degree -0.193 0.598 0.825 0.255 2.664 0.104 1 0.747
Graduate Education -1.042 0.724 0.353 0.085 1.456 2.076 1 0.15
Credentials ~ RHIA/RHIT Credential (Y) -0.017 0.441 0.983 0.414 2.332 0.002 1 0.969
CHPS Credential (Y) -1.94 0.819 0.144 0.029 0.716 5.605 1 0.018*
Coding Credential (Y) -1.798 1.177 0.166 0.016 1.663 2.334 1 0.127
Department  Executive Reference - - - - - - -
HIM/IT/Joint/Other -0.483 0.613 0.617 0.186 2.05 0.621 1 0.431
Compliance 0.267 0.759 1.306 0.295 5.785 0.123 1 0.725
State privacy laws (Y) -0.198 0.46 0.821 0.333 2.021 0.185 1 0.667
Facility Acute Care Hospital Reference - - - - - - -
Classification |ntegrated Healthcam@elivery System 0.182 0589  1.199 0.378 3.802 0.095 1 0.758
Other 0.611 0.569 1.842 0.604 5.612 1.154 1 0.283
Profit Status  Not for Profit Reference - - - - - - -
For Profit 0.259 0.558 1.296 0.434 3.872 0.215 1 0.643
% of years worked in healthcare 0.042 0.88 1.043 0.186 5.855 0.002 1 0.962
Knowledge Excellent Reference - - - - - - -
Level Above Average -0.3 0.486 0.741 0.286 1.921 0.381 1 0.537
Average -0.081 0.773 0.922 0.203 4,198 0.011 1 0.917
Prior Breach (Y) 1.487 0.576 4.422 1.431 13.663 6.669 1 0.010*
N=123

*Indicates statistical significancep®. 0 5
Cox & Snell R Square 0.173
Nagelkerke R Square0.235
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Table20 presentsesultsfrom thelogisticregression modeivhich predicts the reporting
of aGeneral Breach Scenari@he model containdile independent variables (Education
Level, Credentials, Percentage of years worked in healthcare, Knowledge Level, and Prior
Breach Status}-or this modelthe CHPS credential and Prior Breach Status were signiffcant
associated with reporting a breacfhe CHPS credential was significant at p=0.018 with an
oddsratio of 0.144 indicating thatn individualwith a CHP<credential with limited
information, is 0.144 timelesslikely than someone without a CHR&dential reporting a
general breach to Q€ Prior Breach Status was statistically significant as well at p=0.010 with
anoddsratio of 4.422 indicating that a respondent who had reported a prior breach is 4.422 times
more likely to report a general breach, with limited information, to OCRahespondent who
had not reported a prior brea@ue to the high odds ratio of the Prior Breach variable, a
univariatemodel was attempted to understand the impact that particular variable had on the
model. Once the dateeresplit between two new datatsehe numbers were not sufficient to
run the logistic regression model3he Cox & Snell R Square and Nagelkerke R Square
indicate the amount of variation in the dependent variable explained by the model (Pallant,
2013). The variation determined by timeodel is letween 17.3% and 2346

Gain Breach Reporting Analysis

The following section will review the tests for assumptions including Tolerance and VIF
tests, independent variable correlation analyses, model goodness of fit tests, and the multivariate
logistic regression model results for the Gain Breach Reporting to answer the following research

guestions and hypotheses:
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RQl:Does the Privacy Officersé reference point
to report a breach of patient infortizan?

H2: Higher percentage of years employed in the healthcare field is positively associated with
reporting future indefinable breaches of healthcare information in a gain scenario.

H5: Lower level of seHreported knowledge in healthcare privacy is niegly associated with
reporting future indefinable breaches of healthcare information in a gain scenario.

H8: Higher levels of education are positively associated with reporting future indefinable
breaches of healthcare information in a gain scenario.

H11: Attainment of a Certified Healthcare Privacy and Security credential is positively
associated with reporting future indefinable breaches of healthcare information in a gain
scenario.

H14: Attainment of a Registered Health Information Administrator ohhegan credential is
positively associated with reporting future indefinable breaches of healthcare information in a

gain scenario.

RQ2:Does the Privacy Officersdé reference points
report a breach of patieimtformation?

H17: Prior reporting of a breach of healthcare information to the Office for Civil Rights is

positively associated with reporting future indefinable breaches of healthcare information in a

gain scenario.
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Tolerance/VIF Tests
The Tolerance/YF test is used to test for the limited assumptions@iktic regression
The Tolerance/VIF test for lack of multicollinearity is shown in Taldle 2

Table21: Tolerance/VIF

Gain Scenario
Tolerance VIF

Age 0.794 1.259
Gender 0.927 1.079
Education 0.756 1.324
RHIA and RHIT Credential 0.836 1.196
CHPS Credential 0.840 1.190
Coding Credential 0.854 1.171
Department 0.801 1.248
State Privacy Laws 0.839 1.191
Facility Classification 0.861 1.161
Profit Status 0.798 1.254
% of years worked in healthcal 0.854 1.171
KnowledgeLevel 0.751 1.331
Prior Breach Status 0.672 1.489

As shown in Table 2, all variables hadolerance/VIFscores outside of tHagh
correlationrangegqTolerance >0.10 or VIF <10dherefore there is a low risk of multicollinearity
in the multivariate logistic regression model predicting the reporting of a breach in a gain
scenario.

Correlation

An additional method to test for a lack of multicollinearity is through correlatiolysisa

of the independent variables in the modEhble 19shows the correlations between all

independent ar i abl es. O0Breach OQOutcomed and OBreach
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correlation with OPrior Breach nbdebd Wesadr sso t he
Empl oyed in Healthcared and O0Years Employed i
model s as they both had high correlations wit
Year s 6 wa Al athercdrrelatiansl between two independent variables or among

control variables were small which demonstrated a lack of multicollinearity.

Predicting Factors of a Gain Breach Scenario

A multivariatelogistic regression model examathe impacthat experience and
reference points have on the likelihood that survey respondents would report a breach to the
Office for Civil Rights in a gain scenario (Pallant, 201BResults show the omnibus test of the
model coefficients, model fit, and the predigtfactors mentioned above for the General Breach
Scenario. The Gain Breach Scenario had a bivariate outcome of Yes or No.

To determine the goodness of fit of the multivariate logistic regression model, goodness
of fit tests were performedror this modEthe test indicated the eeguare = 5.530, df = 8, and
p=0.700. The significance level is above 0.05 indicating support for the model.

Table 2 shows theesults of the multivariate analysis.
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Table22: LogisticRegression Gain Scenario

95% C.l.for EXP(B) Hypothesis Test
Std. Wald Chi
B Error EXP(B) Lower Upper Square df Sig.
Intercept 7.662 2.784 2126.323 7.576 1 0.006
Age -0.031 0.032 0.969 0.911 1.031 0.976 1 0.323
Gender Male Reference - - - - - - -
Female -1.100 0.969 0.333  0.050 2.223 1.290 1 0.256
Education High School/Associate's Degree Reference - - - - - - -
Level Bachelor's Degree -3.318 1.490 0.036 0.002 0.672 4.958 1 0.026*
Graduate Education -4.317 1.568 0.013 0.001 0.288 7.585 1 0.006*
Credentials ~ RHIA/RHIT Credential (Y) 0.693 0.569 1.999 0.655 6.100 1.480 1 0.224
CHPS Credential (Y) -1.347 0.697 0.260 0.066 1.019 3.736 1 0.053
Coding Credential (Y) -3.667 1.270 0.026  0.002 0.308 8.337 1 0.004*
Department  Executive Reference - - - - - R R
HIM/IT/Joint/Other -0.723 0.754 0.485 0.111 2.127 0.920 1 0.338
Compliance -0.902 0.883 0.406  0.072 2.291 1.043 1 0.307
State privacy laws (Y) -0.331 0.555 0.718 0.242 2.131 0.356 1 0.551
Facility Acute Care Hospital Reference - - - - - R R
Classification |ntegrated Healthcare Delivery
System 0.004 0.703 1.004 0.253 3.981 0.000 1 0.996
Profit Status  Not for Profit Reference - - - - - - R
For Profit 0.312 0.715 1.367 0.336 5.552 0.191 1 0.662
% of yearsworked in healthcare -0.613 0.992 0.542 0.077 3.791 0.381 1 0.537
Knowledge  Excellent Reference - - - - - - -
Level Above Average 0.525 0.542 1.691 0.585 4.889 0.940 1 0.332
Average 0.981 1.110 2.667 0.303 23.477 0.781 1 0.377
Prior Breach (Y) 0.650 0.738 1.915 0.451 8.130 0.776 1 0.378
N=123

*Indicates statistical significancep®. 0 5
Cox & Snell R Square = 0.272
Nagelkerke R Square = .395
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The model contained five independent variables (Education Level, Credentials,
Percentage of years worked in healthcare, Knowledge Level, and Prior Breach Statutb)is
model,three ofthe independent variables were statistically significdime Bath e | or 6 s Degr e
was sgnificant at p=0.026vith anoddsratio of 0036indicating that someone withBaa c he | or 6 s
Degreereporting areach, with limited informatiobut framed from a Gain point of viewo
OCR is 0036times less likely than someonewdidii gh School or . Associ at e
Graduate Educatiowas statistically significant as well at p=08with anoddsratio 0of0.013
indicating that a respondent whath a Graduate Education is 0.0tli®eslesslikely to report a
breach, with limited infanation but framed from a Gain point of view, to OCR. The third
independent variable that was statistically significant @ading Credential at p=0.004 with an
oddsratio of 0.026 indicating that a respondent with a Coding Credential reporting a breach,
with limited information but framed from a Gain point of view, to OCR is 0.026 times less likely
than a respondent without a Coding Credenfiaé Cox & Snell R Square and Nagelkerke R
Square indicate the amount of variation in the dependent variablenexpley the model
(Pallant, 2013).The variation determined by the model etvkeen 27.2% and 39.5%.

Loss Breach ReportingAnalysis

The following section will review the tests for assumptions including Tolerance and VIF
tests, independent varialderrelation analyses, model goodness of fit tests, and the multivariate
logistic regression model results for the Loss Breach Reporting to answer the following research
guestions and hypotheses:
RQl:Does the Privacy Offi c e dedgelevelsdffecrtieinach@ce poi nt

to report a breach of patient information?
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H3: Higher percentage of years employed in the healthcare field is positively associated with
reporting future indefinable breaches of healthcare information in a loss scenario.

H6: Lower level of seHreported knowledge in healthcare privacy is negatively associated with
reporting future indefinable breaches of healthcare information in a loss scenario.

H9: Higher levels of education are positively associated with reporting fudeénable

breaches of healthcare information in a loss scenario.

H12: Attainment of a Certified Healthcare Privacy and Security credential is positively

associated with reporting future indefinable breaches of healthcare information in a loss scenario.
H15: Attainment of a Registered Health Information Administrator or Technician credential is
positively associated with reporting future indefinable breaches of healthcare information in a

loss scenario.

RQ2:Does the Privacy Of édocpastsepgortingaffea thesr choieetop oi nt s
report a breach of patient information?
H18: Prior reporting of a breach of healthcare information to the Office for Civil Rights is
positively associated with reporting future indefinable breaches of healthftareation in a
loss scenario.
Tolerance/VIF
The Tolerance/VIF test is used to test for the limited assumptions of logistic regression.

The Tolerance/VIF test for lack of multicollinearity is shown in Té&de
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Table23: Tolerance/VIF

Loss Scenario

Tolerance VIF
Age 0.794 1.259
Gender 0.927 1.079
Education 0.756 1.324
RHIA and RHIT Credential 0.836 1.196
CHPS Credential 0.840 1.190
Coding Credential 0.854 1.171
Department 0.801 1.248
State Privacy Laws 0.839 1.191
Facility Classification 0.861 1.161
Profit Status 0.798 1.254
% of years worked in healthcal 0.854 1.171
Knowledgelevel 0.751 1.331
Prior Breach Status 0.672 1.489

As shown in Table 2 all variables had scores outside of the hugirelation

ranges (Tolerance >0.10 or VIF <10), so the test shows a lack of multicollinearity to meet the

assumption.

Correlation

Table B shows the correlations between all variables which tests for the lack of

multicollinearity. 6 Br eac h OuBrceoanel @lnas i f i

with O6Prior Breach

St atusbo

Heal t hcaredéd and 6Year s

both had high corralt i ons wi t h

All other correlations between two independent variables or among control variables were small

ot her

which demonstrated a lack of multicollinearity.
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While thestudy met theverallassumptionsor logisticregression including lack of

multicollinearity, the data setas homogenous in the outcoamsndicatedin Figure9.

RQ3: Does the framing of a scenario
report a breach of information?
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Figure9: Scenario Framing Distribution

Figure9 shows that bthe 123 respondent81.9% (113) chose Yes they would report the
breachwhile 8.1% (10) respondents chose No they would not reddre Loss Breach Scenario
in Figure9 indicatedthat there was no need to run a model of predicting factors

Post Regression Analysis

After runningthe logistic regression modefgedicted probabilities were calculated
using marginal standardizatiomn thistechnique, the estimate bfeach reporting was
Aproportionally adjusted according @ @Muwleli g¢th
and MacLehose, 2014 hese predicted probabilities range from 0% to 100% (Muller and

MacLehose, 2014)Table24 shows the results of the predicted probabilities.
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Table24: Predicted Probabilities of Multivariatengistic Regression

General Gain

Gender Male (ref) 0.202 0.875
Female 0.396 0.709
Education Level High School/Associate Degree (re 0.482 0.982
Bachelor's Degree 0.417 0.716**
Graduate Education 0.272 0.562**
RHIA Credential No (ref) 0.371 0.675
Yes 0.396 0.790
CHPS Credential No (ref) 0.427 0.760
Yes 0.127**  0.575**
Coding Credential No (ref) 0.401 0.767
Yes 0.130 0.261**
Department Executive (ref) 0.441 0.813
HIM/IT/Joint/Other 0.340 0.715
Compliance 0.468 0.666
StatePrivacy Laws No (ref) 0.404 0.750
Yes 0.339 0.685
Facility Classification Acute Care Hospital (ref) 0.329 0.742
Integrated Healthcare Delivery
System 0.370 0.763
Other 0.463 0.652
Profit Status Not for Profit (ref) 0.366 0.713
For Profit 0.421 0.759
Knowledge Level Excellent (ref) 0.405 0.657
Above Average 0.353 0.765
Average 0.413 0.860
Prior Breach Status  No (ref) 0.209 0.666
Yes 0.472**  0.751

Significance denotes differences from reference category
*p<0.1; ** p<0.05 ;*** p<0.001
Under the General Breach Scenaholding everything else constatiie CHPS
Credential variable and the Prior BreadhtSs variable were significant at the Odphalevel.
Privacy Officers that hold the CHPS Credential are less likely to report a breach under a general

scenario (predicted probability of 12.7% fbhose withthe CHPS Credential, versus 42.7% for
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those who do not have the credential). Privacy Officers thvat i@viously reported a prior
breach are more ldty to report a breach under a general scenario (predicted probability of
47.2% with a prior breach, versus 20.9% with no prior reported breaches).
Under the Gain Breach Scenatw|ding everything elseonstantBac hel or 6 s Degr
and Graduate Education as well as the CHPS Credential and the Coding Credential were
significant at the 0.05 levePrivacy Officers that have a Bachelors or Graduate Education are
less likely to report a breach under a gaiarsrio (predicted probability of 56.284r those with
a graduate education and 71.6% for those with
a high school di pl o mRrivaoyrOffieers that ofl the CHPE €rédentiadll e g r e
are lesdikely to report a breach under aigscenario (predicted probability 67.3% for those
with the CHPS Credential, versid6% for those who do not have the credenti&jivacy
Officers that hold a Coding Credential are less likely to report a breaen amgain scenario
(predicted probability 026.1% for those with a Codin@redential, versus 7B% for those who

do not have the credential).

Bivariate Analysis d Framing Effects
The final research question examines the impact framing has on the lehoamy
Officers make to report a breach to OCRhe three categorical dependent variables are
comparedor this analysi¢o determine statistical differences in the choices the respondents
made. The analysis between the General Breéacanariovariableand the Gain Breach Sceiwar

variable are shown in Tabl&2
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Table25: Chi-Square General & Gain Counts

Gain Scenario

Total
No Yes
General Not Report  Count 27 (22%) 48 (39%) 75(61%)
Breach
Scenario Report Count 6 (4.9%) 42 (34.1) 48 (39%)
Total Count 33(26.8%) 90(73.2%) 123(100%)

Note:c? = 7.08, df = 1. Parentheses indicate column percentages

p=0.008

The chisquare test for independence (with Yates Continuity Correc®shown in

Table 24indicated a significant association between the General Breach Scenario and the Gain

Breach Scenaria (1, n=123) = 7.080, p = .008, phi = .259 (small effect siZderefore the

chi-square analysis shows the proportion of respondents reportirggimesal scenario is

statistically different from the proportion of respondents reporting in a gain scenario.

The analysis between the Gain Breach Scenario variable and the Loss Breach Scenario

variableis shown inTable26.

Table26: Chi-Square Gain& Loss Counts

Loss Breach Scenario

Not Report Report Total
GainBreach Not Report Count 9 (7.3%) 24 (19.5%) 33(26.8%)
Scenario Report Count 1 (0.8%) 89 (72.4%) 90 (73.2%)
Total Count 10(8.1%) 113(91.9%) 123(100%)

Note:c2 = 18.762, df = 1. Parentheses indicate column percentages

p= 0.000
A Chi-square test for independercavi t h

Fi s h eindiwatedasSigndicant

Test)

association betwedBainBreach Scenario and Loss Breach Scenarifl, n = 123) =18.762 p

=.000, phi = 424 (mediumeffect size) Therefore thehi-square analysis shows theoportion
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of respondents reporting in aig scenario istatistically different from the proportion of

respondents reporting in a loss scenario.

Review of Open-Ended Comments
The final question of the survey was an opeded question which cited a recent journal
published by AHIMA and asked for feedback from participants. The question was as follows:
ifhe April 2017 cover story foPAAhOuldat ral? oof
are your thoughts regarding the HIPAA legislation in terms of breach notification and its ability
to adapt? Please add any additional comments regarding breach notification that you feel would
be useful to this study.Open coding ofhe responses was performed to identify key themes

(Corbin & Strauss, 2014)These themes and example commenttoaeted in Table 27.
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Table27. OpenrEnded Comments

Positive

Themes Quotes

Need for AAddi ti onal clarity is needed around

Clarification/Guidance/More

Information il feel we need more detailed guidel!]
protect PHI éo

Current Law Descriptions Al t hink indtheireguiremeritschige gettidg more cumbersome and dracon

Negative i mpl ement and maintain compliance. 0
AThe HIPAA policy could definitely us
advanced since the | aw was enacted. 0

Current Law Descriptions Al believe there were improvements wi

assessment more objective and consistent (ie., four factor analysis), and provided a

for good documentation about how priv

Al do not think HIPAA is outdated, si
Consideration of new security il f eel t hat phishing and cyberattack
issues fourst ep process very well éo

A Cumb e r sneaessarycybér attacks are concerningovernment mandates for
guality programs take away money that could be spent to help assess / prevent risks
tobreachesi t i s a catch 220

Electronic/Technological
Updates

AHI PAA was cr eesat Walhave a lottmbre tecWnGI&yy, such as smart
phones, soci al media that brings an w
AUnfortunatel vy, current | egislation h
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CHAPTER 5: DISCUSSION

This chapter summarizes the findings from the hypotheses test and their impact on the
research questions, details the theoretical contributions as well as the practical contributions,
discusses the implicatioms the findingsfor Public Affairs, points ot the limitations of the

study, explores areas of future research, and provides a conclusion for the study.

Summary of Hypotheses

Reporting a breach of patient information is not inherently good or bad. Depending on
the circumstances and the individual 6s viewpo
scenarios are dealing with ambiguous breaches, they could or could rawiifel o the patient.
There is an unknown element.

Research questiamee x pl ored the effects a respondent
knowledge levels had on the choice to report a breach of patient informa@tiemesults of the
hypotheses testinigr research question one are located in Ta8le 2

Table28: Hypothesis Testing RQ 1

AlternativeHypothesis Outcome
H1 Higher percentage of years employed in the Fail to reject null hypothesis
healthcare field is positively associated with report
futureindefinable breaches of healthcare informatic
in a general scenario.
H2 Higher percentage of years employed in the Fail to reject null hypothesis
healthcare field is positively associated with report
future indefinable breaches of healthcafermation
in a gain scenario.
H3 Higher percentage of years employed in the Fail to rejecinull hypothesis
healthcare field is positively associated with report
future indefinable breaches of healthcare informati
in a loss scenario.
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AlternativeHypothesis Outcome

H4

H5

H6

H7

H8

H9

H10

H11l

H12

H13

H14

Lower level of selreported knowledge in healthcar Fail to reject null hypothesis
privacy is negatively associated with reporting futu

indefinable breaches of healthcare information in &

general scenario.

Lower level of seHreported knowledge in healthcart Fail to reject null hypothesis
privacy is negatively associated with reporting futu

indefinable breaches of healthcare information in &

gain scenario.

Lower level of selreported knowledge in healthcar Fail to reject null hypothesis
privacy is negtively associated with reporting future

indefinable breaches of healthcare information in &

loss scenario.

Higher levels of education are positively associate Fail to reject null hypothesis
with reporting future indefinable breaches of

healthcare infonation in a general scenario.

Higher levels of education are positively associate Fail to reject null hypothesis
with reporting future indefinable breaches of

healthcare information in a gain scenario.

Higher levelsof education are positively associated Fail to reject null hypothesis
with reporting future indefinable breaches of

healthcare information in a loss scenario.

Attainment of a Certified Healthcare Privacy and Fail to reject null hypothesis
Security credential is positivebssociated with

reporting future indefinable breaches of healthcare

information in a general scenario.

Attainment of a Certified Healthcare Privacy and Fail to reject null hypothesis
Security credential is positively associated with

reporting futurendefinable breaches of healthcare

information in a gain scenario.

Attainment of a Certified Healthcare Privacy and  Fail to reject null hypothesis
Security credential is positively associated with

reporting future indefinable breaches of healthcare

information in a loss scenatrio.

Attainment of a Registered Health Information Fail to reject null hypothesis
Administrator or Technician credential is positively

associated with reporting future indefinable breact

of healthcare information in a geaéscenario.

Attainment of a Registered Health Information Fail toreject null hypothesis
Administrator or Technician credential is positively

associated with reporting future indefinable breact

of healthcare information in a gain scenario.
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AlternativeHypothesis Outcome
H15 Attainment of a Registered Health Information Fail to reject null hypothés
Administrator or Technician credential is positively
associated with reporting future indefinable breact
of healthcare information in a loss scenario.

While there was an expected impact on decisiaking from percentage of years
employed, seffeported knowledge level, and RHIA/RHIT credential, there was not a
statistically significant impadh either modeblnd thus fail to reject the nuilypothesidor both
the general scenarios and the gain scenario.

There was a statistically significant result for higher levels of education within the gain
model which indicates that those with higher
degreesare lesslikelft han respondents with onl ytoreporfai gh sc
breach with known costs akdown benefits of reduced liabiligndinsteadchoose to take the
chance that no costs or corrective actions oc€urs is differentfrom the general model which
saw no statistical difference between the two groups. While the results from the gain model may
seem out of place, they show that those with additional educatgfeel theyhave a better
understanding ohie prompt and/or the reporting guidelines and are willing to take the chance
that they are making the correct decision.

There was a statistically significant result for Certified Healthcare Privacy and Security
credential within the general model. Whthe gain model was not significant at the p<0.05
level, it wasreasonablyglose with p=0.053This concludes that the CHPS credential was the

strongest predictor as it was significant for both models (one at p<0.05 and one at g40s10).
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is reiteratedvith the predicted probabilities which saw CHPS statistically significant at the 0.05
level for both the general and gain breach scenario models.

An individual with a CHPS credential has demonstrated advanced knowledge in the area
of privacy.The moderesults indicate that a respondent with a CHPS is less likely than a
respondent without a CHPS to report either a general ambiguous breach or a breach with known
costs and known benefits of reduced liability amteadchoose to take the chance that nets
or corrective actions occur. This falls in line again with the education level, where more
knowledge aligns witlthewillingness to take a chance.

Research question 2 explored the effects
reporting had o their choice to report a breach of patient informafidre results of the
hypotheses testing for research question two are located in Bable 2

Table29: Hypothesis Testing RQ 2

Hypothesis Outcome
H16  Prior reporting of dreach of healtlare information Reject null hypothesis
to the Office forCivil Rights is positively associated
with reporting future indefinable breaches of
healthcare information in a general scenario.
H17  Prior reporting of a breach of healthcare informatic Fail to reject null hypothesis
to the Office forCivil Rights is positively associated
with reporting future indefinable breaches of
healthcare information in a gain scenario.
H18  Prior reporting of dreach of healitare information Fail to reject null hypothesis
to the Office forCivil Rights is positively associated
with reporting future indefinable breaches of
healthcare information in a loss scenario.

The general scenario foundidé? Reportingto be statistically significanbutit wasnot

significantfor a gain scenario. This indicates that respondents who had reported a prior breach
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were more likely taeport an ambiguous breach in the futurdaéy knew littleabout the
incident. Howeverthe statistical difference was not presehenparticipants wergrovided
additional detail and presented with options that included known costs and known benefits of
reduced liability or a chance that there might be no costs or corrective actionotogin
costs and corrective action$he statistical significance in the general scenario is appropriate as
those who have dealt with the process previously may err on the side of caution with little
information. Howeverthey may become more discergiwhen presented with additional
information.

Research question 3 explored the effects the framing of the scenario had on the
respondent ds choi ce t o r eTfheredultsafthbhygothesés of pat
testing for research gsion oneare located in Table 30

Table30: Hypothesis Testing RQ 3

Hypothesis Outcome
H19 A breach of healthcare information scenario framec Reject null hypothesis
a gain is positively associated with privacy officers
classifying the bredcas reportable tthe Office for
Civil Rights.

H20 A breach of healthcare information scenario framec Reject null hypothesis
a loss is negatively associated with privacy officers
classifying the brezh as reportable to the Office for
Civil Rights.

The chisquare analysis found that the proportion of respondents who would report a
breach under a general scenario was statistically diffex@ntthe proportion of respondents

who would report &reach under a gain scenario. The proportion of respondents who would
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report a breach under a gain scenario is statistically diffétn@mntthe proportion of respondents
who would report a breach under a loss scenario as Wiien reviewing the desctipe
statistics ashe proportion of the respondents visually changes between the three dependent

variables. Figur® graphically presents this information

Theoretical Contributions

Based on the literature review and the theoretical mageld in thistudy, the reference
point and framing affect the choice a Privacy Officer makes when determining whether to report
a breach. This study found that some aspects of a reference point do have an impact on the
choice a Privacy Officer makes, includitiggir level of education, types of credentials held, and
whether they had reported a previous breach. Other aspects thedmagsen reference point
were not significant, includinthe percentage of years worked in healthcare privacy alfid s
reported knowldge levels.A reference pait is a key construct of Prospect Theory under
Kahneman and Tversky (1979). The findings from this study indicate support for the construct,
that individuals do not take a risk solely on the utility they may receive from therng
insteadthey base the decisiomlative to a neutral reference point (Kahneman & Tversky, 1979).

The other key construct identified fromepious literature is framinghat individuals
view and evaluate risk differently wh@nesented witla gan or a lossonceptKahneman &
Tversky, 1979). The findings from this study align with the literature, there is a difference in the
way respondents answered based on the framing of theTikmajority of respondents
answered that they would not repathenpresented witla general scenario with no
specifications given to the type of riskWhen presented with a gain scenario, this percentage

reporting increased and thimcreased again with a loss scenario.
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This study further contributes to the lyoaf literature of Prospect Theory and expands
upon the healthcare and management usage of the theory. While not using the latest full iteration
of Cumulative Prospect Theory due to constraithis study did have findings that align with the
primaryconstructs of the theomyhich arebuilding blocks for future studiesl'he theorywhile
still not widely used, caprovide a backbon&ven in construct forpfor decisioamaking

during study formulation.

Practical Contributions

The study findings haveractical contributions to the body of knowleddeA¢1IMA
members, Privacy Officers, and breach determination. From-eepelfted knowledge level, it
is of notethat all who participated in the study felt they had at least an average knowledge about
privacy, with the majority repdrtg above average or excellent. At the end of the suaregrea
for freeform comments was availapéandsomewrite-ins requested additional detail on the
scenarios stating that they would need more information to makeéssodecThis is indicative
that the knowledge level of those participating is high, that they understand these decisions
generally require further investigation and a certain level of dea&lIMA can build upon this
result by increasing their literatubase with articles providing guidance on areas of need and
scenario based guidance.

The constructs identified by the theoretical literature impact the practical contributions of
the study. It iwital thatPrivacy Officers understand their referencenpoand how their
framing of an incident can affect their responBducationlevelswere statistically significant
andmay indicate aeedfor higher participation inlegree programsy Privacy Officers.This is

an area that could be expanded upon suenthose individuals in a facility making decisions
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are fully informed. While there may not be relguions in the federal policies about the

gualifications of designated PrivaB®fficers, AHIMA utilizeseducational requirements for their
credentials.These requirements should be held firm and potentially increased as further research
dictates. AHIMA could also be instrumental in marketing educational requirements to facilities,
encouraging employers to hire individuals with higher level degrees.isTdligady being

performed to some extent with the sample job descriptions available in their Body of

Knowledge.

There is an indication of meed for Privacy Officer qualifications by theedential
results. With the statistical significance of the CHIP&lential in both modelslends credence
to the value of the advanced knowledge required tarotita credential and the impact it has on
the decisiommaking process. An interesting finding was that the coding credential was
statistically significant A review of the coding credential domains and subdomains may show
specific content that is valuable for Privacy Officers as wHtlese findings are key for AHIMA
and their members. The results are a testament to obtain a credential and theyurie helpf
marketing credential holders in the marketpladegocus on compliance aspects of the
credentials may be beneficial as well as better ethical standards.

An interesting finding of the study was the demographics of the responses to the three
breach senario questions. When reviewing them at face value outside of the (gmsftaks
framing,there was a change in response to the type of scenario. The first scenario was just a
basic statement, where the majority responded they would not reporh pidweded a detailed
scenaridbased on paper records, the majority chosegort Finally, when provided a detailed

scenario based on ransomware the overwhelming majority chose to report. The shift from the
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second tdhethird scenario may indicate amfort in handling paper privacy concerns and a
wariness with technological privacyrmeerns, especially ransomware. Respondents may have
chosen to err on the side of caution due to the ambiguity of ransomware attacksheterel

of compromise to thmformation may not be as evident

Privacy officers should review the results of this study carefully and utilize them to
enhance their ability to manage breach determinations in their workplace. Higher levels of
education, credentials, and knowledgséd may enable Privacy Officers to market themselves
better in the workplace and enhance their positions within healthcare organizations. Privacy
Officers should take advantage of opportunities to increase their exposure to all three of these
areas, edudm@n, credentials and knowledge base.

The results of this study indicate that breach determination is a case by case basis and
dependent on individual decisions. Howevemlthcare organizations can utilizegbheesultsto
develop plans with their tarnal and external stakeholders in the event of a breach of patient
information. Implications of a breach asieaped byhe type, category, method of access, and
number of patients affectedowever, it is important to have these highel plans in plagso
everyone involved has a basic understandiDgvelopment of these plans should include
discussions of when reporting is appropriate and why it is important to report regardless of the
consequences.

This recommendation is in line with industry trends. The Emergency Prepardeness and
Security Trends in Healthcare survey identified that the third highest safety concern of healthcare
organizations is from cyberattacks (RAVE Mobile Safety, 2028).exanple of the type of

plans needed include the caséathem, a healthcare insurance companiyp experienced one
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of the largest breaches of 204xdaffected 80 million individuals (Keeve, 20165rom that
incident the author createdset of lessons compias should consider for a crisis communication
plan in the case oflareach of patient informatioriThese lessons include early and easy to
understand transparency with the public and authorities which includes a sincere apology and to
offer compensatioto victims to help reestablish loyalty (i€eve, 2016). As indicated by this
study, Privacy Officers need the knowledge and education to assist in the development of these
plans.
Policy Contributions

The Officefor Civil Rights hagpreviouslyprovidedguidance on areas of breach
determinationhowever the process still has gaps where Privacy Officers are making their own
decisions.OCR can use thiindingsof this study to help identify and addrebssegaps.
Further guidance should be issued to héth theareas of ambiguity and perhaps scenario
based guidance as appropriate.

Many comments from the frderm section touched on the need for guidance or new
legislation to help clarify areas where the policy has left decisionseapded. Oneespondent
s t a HIPAA was created in the VCR era. We have a lot more technology, such as
smartphones, soci al media that brings a whol e
advancements made in technology, federal guidance may have a hard timg kgeghie to
time constraints in policy creation and revisiBequests for guidance from the oparded
guestion include definitions for Abreach type

access and fApotential 0O access.
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The current legislationaks not have requirements for Privacy Officers outside of the fact
t hat covered entities ar e Asmtedbythefiddingso have a
education and credentials are significant to decision making and should be considered as
standadsfor Privacy Officers.This is an area that could be expanded upon to ensure those
individuals in a facility making decisions are fully informeddanguage could be added to the
legislation to outline the requiremeraisd/or suggestiorfsr privacy officials in healthcare

organizations.

Public Affairs Implications

I f a patientds information is stolen from
blackmarket, a potentially harmful effect is that of insurance fraud and medical identity theft
(Korolov, 2015 Federal Trade Commission, 201@n unauthorized user could expend the
patientds available services or the unauthord.i
the patientbdés record as the patientds history

Patienthealth information is at risk everyday in the United States. Annual Report to
Congress by the Department of Health and Human Services found that in 2016 (the most recent
published data), healthcare breaches were reported for almost 27 million patiies all
types of breaches are occurring, the one that affects the most patients per instance is that of
hacking/IT incidents. This is concerning as these breaches are occurring more fredRemdly.
report from the Office for Civil Rights, the dailgnsomware attacks have had a 300% increase
from 2015 to 2016 with about 4000 daily atta@dsS. Department of Health and Human

Services, 2016)As stated previously, these types of breaches are difficult to define and only
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currently have unofficiafjuidance from the oversight body, the Office of Civil Rights; meaning
facilities are making more and more determinations internally whether to report.

A driving force behind this study was to understand how Privacy Officers malseothsci
becauséf they make a wrong decisigrit can be extremely detrimental to the patiefitke
findings from the study indicate that higher knowledge levels of respondents equate to a lower
likelihood of reporting, which can be positive for a facilitowever, if the caseas reportable,
it may be harmful to patienttt is essential thate federal government take into account the
regulatory burden placed on busines$@svever protecting the privacy of patients must still be
a priority.

Severakespondents of the study found theguage of the federal policy to be confusing
oroverwhelmngOne respondent found it ADiIifficult to
sophisticateadyberattacksand hospitals with little extra money and Human Resources to
monitor and protead It is no surprise thahe policy may overwhelmedatientsas well
Another respondentstatgill do bel i eve that for most patien
standards is a difficulttaskWh i | e t he Office HIi FAACfwoirl | Rdg ki &
section, if a patient was not familiar with the oversight body or website they may find it difficult
to locate or navigat&he patchwork system of federal and state policies, along with the gray
areas in the policies, may lead tonficsion among patnts Thiscan impactheir ability to

advocatdor themselvesndtheir private information

Limitations
There are limitations to this studyhe first is that thee were selfreportedmeasures

which may have led to bias the results. One key variable to monitor was that of Knowledge
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Level, where all respondents chose Average or higher, no respondents chose Below Average or
Poor. There were also errors in reporting thatecorrected by the researcher when cleaning
thedata. For examplegspondents provided ranges thenumber of breaches reportadd he
lowestnumber of the range wasilized. This also occurred with respondents answering with a
6+06 sign, for example 300+ br elerbuthse respontdnte 06 + 0
did not provide an accurate number.

One of the key limitations of this studl/that the population was restricted to AHIMA
members available on the Engage community. This impacts the generalizability of the results.
Many Privacy Officers, especially those working in smaller facilities, may not be AHIMA
members or hold AHIMA credential$:uture research can hopefully become more inclusive to
capture droaderaudience to make the results truly generalizable.

While limitations occurreénd were accounted far the study designThe methodology
sectiondiscusses these in detad well, but include the inability for a true experimental research
design due to ethical concerns (mitigated by design controls) and orefficsurvey instrument
(mitigated bytheuse of a pilot study ana subject matter expert)

As evidenced by the descriptive statistics, there was no need teertimrtd model based
on the loss scenario as there was not enough variation in the depeadable Research
qguestion three still used the déba a bivariate analysis of the framing effeatsd provided a
wealth of information for the theoretical and practical implications, but it was not included in the
statistical models.

The subjecbf the study may have led to ngarticipation from those contacted. While

privacy and ethical concerns were addressed and reviewed IngtihigtionalReview Board,
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potential respondents may not have been allowed, or felt it inappropriate, to partopabethe

sensitive nature of the questionnaire or thei

Future Research

There are vast areas for future research around these topics. A University of Central
Florida team from the Department of Health Management dondnatics (that this researcher
participated with) recently published a paper regarding hospital and breach characteristics which
receivedpositive attention.The findings of this study may influence tmasearctwhichis still
in progress A potentialfuture studywould be a qualitative revieaf the freeform comnents.

This could bringeritical areas needing attention forward for federal policy consideration. The
gualitative studyvould be beneficial tthe private sector for groups like AHIMA andM8S to
focus educational initiatives around.

A logical extension of this study would be to distribute the same survey to hospital
executives with the American College of Healthcare Executives and/or the Health Information
Managemen8ystems Society. Thigould create an inteséng comparison between the
employees responsible for reporting and theke would be creating facility policy regarding
breach reporting determinatioihird-party firms who assist facilities in making breach
determinations, sucks law offices and consultantsy also participate with a similar or
modified survey

Another area of interest for future research would be to exfilegatient understanding
of breach determination. Many patients may be unaware thayplei®f ceterminatioroccurs in
facilities or impacts their privacy. Due to the numerous privacy and financighe®ea other

sectors, Facebook and Equifax for example, patients may be experiencing fatigue and become
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desensitized to notifications. This wouldltinform policy about the types and level of
notifications that need to occur, especially with healthcare information breaches as they can be
extremely detrimental as opposed to regular sector breaches.
At the end of 2016President Barack Obama sigreedew policy, the 21st Century Cures
Act, into effect (Majumder, Guerrini, Bollinger, Co@keegan, and McGuide, 20177 his
policy has lofy goalsand focusesn rapidly developing treatmerfts many illnesses through
changes to research requirements iaformation sharing (Majumder et al., 2017he policy
has many benefiisicludingred u c ibargpic i at i ¢ r ed t apoweveritmaycert ai n
not be as positive for patient privacy as the original authors intended (Hudson, Collings, 2017).
As this policy is fairly new, it has not been determinetihére is a balance between an
individual 6s privacy and the fAinsatiabl e dema
(Buffone, P., 2016). An example of this comes from the Act which provigeditector of the
Nationallnstituteof Health (NIH) to require data sharing from research conducted with funds
awarded from NIH (Majumder et al., 2017)his does not seem alarming in a sense due to the
general dedentified nature of the dathut resarcherdound on multiple occasions that-de
identified data can be useditentify individuals, especially in the case of genetic information
with Direct to Consumer testing providers like 23andME and Ancestry(Boase, 2018Erlich,
Shor, Carmi, & e 6 e r), With thé dhset of this new policgrivacy and the individual

A

pati ent 6s uthedudlizasonh aftimen inforrgatiom fsan area ripe for search.

Conclusion
The purpose of this study was to explore the impapersonal and oapizational

knowledge and scenario framing had on the decisions Privacy Officers made in regards to
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privacy breachdetermination The study use®rospect Theory as a theoretical framework for
variable selection and study desigmhe survey was createdttvthe assistance ofsabject

matter experéind itwas tested using a pilot studyhe studyargeted individuals with a privacy
designatiorthrough the AHIMA Engage community. A total of 479 individuals were contacted
over several weeks with 170 resygents of which were 123 full surveys. After data collection
and cleaningstatistical software was usedrton multiple analysesvith significant results. The
findings of the study supported the theoretical framework and provided industry and public
affairs implications.

Healthcare privacy iparamountiue to the sensitive natuaead amounof information
collected by care providers. Even though there are federal and state policies in place to protect
individual patient privacy, the findings of thisudly show that there is a gap where Privacy
Officers have to make their own decisipasd there is a difference in the types of decisions they
are making on a day to day basis.

With the significant results of the paper identified as education leneglential level, and
scenariebasedthey areindicative of a need for educational opportunities poigntial
requirements for designated Privacy Officers. This includes initial levels of education as well as
continuing education requirements to engbeeindividuals stay up to date on the current trends
and threats in healthcare. Educational initiatives may also be beneficial at the executive level as
these individuals may underestimate the importance of privacy initiatives which could lead to
underrg@orting of breachesThese educational initiatives may include scenario based training to
identify areas of concern and confusion for their organization. This can assist in developing

well-round policies and procedures for breach reportigure rese&h atthe executive level

115



of understanding and decisiomaking is crucial for policy implications. Both levels, Privacy
Officer and executive positiongould benefit from scenaribased educational opportunities as
well.

Healthcare has a variety of segs, from small individual physician practices to large
national integrated delivery systems. Tyyges of care varfrom basic preventative care to high
impact invasive treatment. These varieties of settings and care provision lead to difficulties in
identifying a single answer to protecting patient information. The types of systems and
information processes usathong these is more a best of fit than a best of breed for this reason.
Future guidance and policies need to address these gaps and tteninsight provided by this

study of areas that influence the decisioaking process.
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Subject: Survey Participation Request

Message:

Good Morning/Afternoon/Evening,

My name is Amanda Walden and | am a doctoral student at the University of Central Florida. |
am currently conducting research for my dissertation to evaluate the denmskomg process of
Privacy Officers in regards to breach notification. As you atedion the AHIMA Engage
community with a Privacy title, | am inviting you to participate in this research study by
completing the survey. Please copy and paste address to use in your desired browser:
http://bit.ly/Privacy_Officer_Survey

The following questionnaire will require approximately 10 minutes to complete. The survey is
anonymous and the results will be publicly reported in aggregate format only. Participation is
strictly voluntary and you may refuse to participate at any time.

Thank yau for taking the time to assist in my educational endeavors.

If you require additional information or have questions, please contact me at the number listed
below.

Thank you for your time and consideration.

Sincerely,
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Amanda M. Walden, PhDdhdidate
MSHSA, RHIA, CHDA

(407) 8233613
Amanda.walden@ucf.edu

Reviewed by UCF IRB 10/27/17
UCF IRB

407-823-2901

407-882-2012

irb@ucf.edu
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College of Health and Public Affairs
University of Central Florida

4364 Scorpius Street

Orlando, FL 3281205

Dissertation Chair: Kendall Cortelydtard
kendall.cortelyouward@ucf.edu
(407) 8232359
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Subject: Privacy Officer Survey

Message:

Good MorningAfternoon

Two weeks ago | sent annaail asking you to complete a survey about the decisiaking
process of Privacy Officers in regards to breach notification. | receivpdr@Bipants and the
guality of the data and responses was outstanding. If you completed the survey, thank you very
much!

Unfortunately to have an effective model | need at minimum 115 responses. If you have not
already completed the survey, | ask that please consider participating. It should only take
about 10 minutes to complete. Simply click the link below to begin answering the questions.
http://bit.ly/Privacy_Officer_Survey

A reminder that the survey is anonymous and the results will becputdported in aggregate
format only. Participation is strictly voluntary and you may refuse to participate at any time.

If you require additional information or have questions, please contact me at the number listed
below.

Thank you for your time ahconsideration.

Sincerely,

Amanda M. Walden, PhD Candidate College of Health and Public Affairs
MSHSA, RHIA, CHDA University of Central Florida

(407) 8233613 4364 Scorpius Street
Amanda.walden@ucf.edu Orlando, FL 3281&205

Reviewed by UCF IRB 10/27/17

UCF IRB Dissertation Chair: Kendall Cattyou-Ward
407-823-2901 kendall.cortelyoeward@ucf.edu
407-882-2012 (407) 8232359

irb@ucf.edu
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Subject: Privacy Officer Survey

Message:

Good Morning/Afternoon,

| am writing to followup on the request | sent asking yoyé#oticipate in a survey regarding the
decisionmaking process of Privacy Officers in regards to breach notification. If you completed
the survey, thank you very much! This survey is drawing to a close, and | am still a few
participants short.

If you hawe not already completed the survey, | ask that you please consider participating. It
should only take about 10 minutes to complete. Simply click the link below to begin answering
the questions.

http://bit.ly/Privacy_Officer_Survey

A reminder that thewsvey is anonymous and the results will be publicly reported in aggregate
format only. Participation is strictly voluntary and you may refuse to participate at any time.

If you require additional information or have questions, please contact menaintber listed
below.

Thank you for your time and consideration through this process.

Sincerely,

Amanda M. Walden, PhD Candidate Collegeof Health and Public Affairs
MSHSA, RHIA, CHDA University of Central Florida

(407) 8233613 4364 Scorpius Street
Amanda.walden@ucf.edu Orlando, FL 3281&205

Reviewed by UCF IRB 10/27/17

UCF IRB Dissertation Chair: Kendall Cortelyalard
407-823-2901 kendall.cortelyouward@ucf.edu
407-8822012 (407) 8232359

irb@ucf.edu
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Risk in Privacy Breach Determination among Privacy Officers

Date
Dear Participant:

My name is Amand&Valden and | am a doctoral student at the University of Central Florida. |

am currently conducting research for my dissertation. The purpose of this research is to evaluate
the decisiommaking process of Privacy Officers in regards to breach notificah@nyou are

listed on the AHIMA Engage community with a Privacy title, | am inviting you to participate in

this research study by completing the linked survey.

The following questionnaire will require approximately 10 minutes to complete. There is no
compensation for responding and the study has been reviewed by University of Central Florida
Institutional Review Board for known risk. The survey is anonymous and the results will be

publicly reported in aggregate format only. In order to ensure that@mation will remain
confidential, please do not include your name
strictly voluntary and you may refuse to participate at any time. If you choose to participate,

please answer all questions as honestlpossible.

Thank you for taking the time to assist in my educational endeavors. The survey results will
primarily be used for recommendations for current and future federal legislation regarding
healthcare privacy breach reporting.

Completion ofthe questionnaire will indicate your willingness to participate in this study. If you
require additional information or have questions, please contact me at the number listed below.
This study is being conducted under the direction of Dr. Kendall Coou#lard at the

University of Central Florida. Please feel free to contact her if you have any questions or
concerns (anonymously if you so choose) regarding the manner in which this study is being
conducted. She can be reached at (40792853 or by email at kendall.cortelyou

ward@ucf.edu

Sincerely,

Amanda M. Walden, PhD Candidate College of Health and Public Affairs
MSHSA, RHIA, CHDA University ofCentral Florida

(407) 8233613 4364 Scorpius Street
Amanda.walden@ucf.edu Orlando, FL 3281&205

Reviewed by UCF IRB 10/27/17
UCF IRB Phone: 408232901 & 407882-2012 Emailirb@ucf.edu
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As you answer this survey, please respond keepingogwrgnt facility in mind.
Screening Question:
1. Are you currently employed?
a. Yes
b. Noi Conclude Survey

2. Are you the current designated Privacy Officer for your facility?
a. Yes
b. No - Conclude Survey

3. Dateof Survey Completion:

127



4 What is your Age (in yearg)Continuous.

5.What is your Gender?
a. Male
b. Female
c. Other
d. Prefer not to disclose
6.Select your highest completed level of education:
a. High School
Associ atebs Degree
Bachel ords Degree

Masterodos Degree
Doctoral Degree

®eoo

7.Select all AHIMA credentials that you are currently certified to hold:
a. RHIA- Registered Healtmformation Administrator

RHIT- Registered Health Information Technician

CCA- Certified Coding Associate

CCS Certified Coding Specialist

CCSP- Certified Coding SpecialisPhysicianbased

CDIP- Certified Documentation Improvement Practitioner

CHDA- Certified Health Data Analyst

CHPS Certified in Healthcare Privacy and Security

i. CHTS Certified Healthcare Technology Specialist

J. CPHE Certified Professional in Health Informatics

S@ o aoo0C

8.Your Privacyrole inyour currenfacility falls into which of the followng departments
chooseonly one
a. Executive Team
HIM Department
IT Department
Joint HIM/IT Appointment
Other- Text Box for fill-in

® oo
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9.Is your facility located in a state with additional healthcare specific privacy breach
notification laws?)

States withadditional healthcare specific privacy breach notification laws are as follows:
Arkansas
California
Delaware
Florida

lllinois
Kentucky
Maryland
Missouri
Montana
Nevada

New Hampshire
North Dakota
Oregon

Rhode Island
Texas
Wyoming

a. Yes
b. No

10.How would you classify your healthcare facility?
a. Acute Care Hospital

Ambulatory Surgery Center

Behavioral/Mental Health

Clinic/Physician Practice

Consulting Service

Education

Health Information Exchange

Home Health/Hospice

IntegratedHealthcare Delivery System

Long Term Care

k. Non-Provide Setting (e.g.govt., vendor, assoc.)

Other Provider Setting (e,gehab)

m. Regional Extension Center

Se@ *ep o000

— —
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11.What is the profit status of your healthcare facility?
a. Non-Profit
b. For-Profit

12.How many years hawou been employed in the healthcare figld2ontinuous
13.How many years have you been employed in the healthcare privacyifiéltinuous

14.How would you rate your knowledge of healthcare privacy?
a. Excellent

Above Average

Average

Below Average

Poor

®eoo

15. During your time at your current employer, has your facility reported a breach of
Protected Health Information (PHb the Office forCivil Rights?
a. Yes
b. No- Skip to Questiona

16.During your time at your current employeovihnmany breaches of patiePtotected
Health Information (PHIhas your facilityreportedto the Office forCivil Rights?i
Continuous

17.What classification were the breachedicated in the previous questidn
a. Fewer than 500 patients per incident ONLY
b. More than 500 patients percident ONLY
c. Cases of both O6Fewer than 500 patients

A

per incidento

18. Whatwerethe outcomesf thebreachedrom the Office forCivil Rights? Choose all that
apply.
a. Corrective Action Plan
b. Criminal Penalties
c. OCR Fire
d. None
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19.1f a breach of patient PHI occurs in the future that is not clearly identified as reportable,
will you report or not report?
a. Report
b. Not Report

20.Your healthcare facility was unlawfully entered. The individual who broke in potentially
had access 50 paper patient records that were held in that office. There were no
security cameras to record events, although office supplies were gone through, only a
printer with no PHI was taken. Your policies and procedures are up to date, however they
do not pecifically address breach determination for breetor your facility. All
policies, procedures, training and risk assessment and management are in compliance.

Your next step is to review the four factor risk assessment to determine if the potential
breach is reportableotthe patients and the Office fGivil Rights. Upon review:

1) The nature and extent of the PHI involved, including the types of identifiers and
the likelihood of reidentification.i The records are paper based and included
multiple types of unsecured PHI including sensitive patient identifiers.

2) The unauthorized person who used the PHI or to whom the disclosure was made.
I The unknown individual who broke into the facility was not authorized to view
the records and their intentusknown.

3) Whether the PHI was actually acquired or viewieEmployees cannot
distinguish if the records have been disturbed, accessed or read.

4) The extent to which the risk to the PHI has been mitigétéih records were
missing.

Choose one of two options, O6reportodéd or odo

If you report, you will bear the cost of reporting but your facility benefits by having your
liability reduced.

If you do not report one of 2 options occur. (A) OCR investigates for any othenreaay
find your facility made an inappropriate determination, fines and/or corrective actions of
unknown levels may be made. OR (B) OCR does not investigate this incident and your
facility benefits by incurring no costs or corrective actions.

a.Report

b.Not Report
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21.An employee at your facility clicked on a link from a Phishingal which led to a
ransomware attack on your facility. Payout was required and access was restored to your
system. The attacker potentially had access to 750 unsecured (unencrypted) patient
records in the system. All policies, procedures, training and risk assessment and
management are in compliance.

Your next step is to review the four factor risk assessmenté¢ondi@e if the potential
breach is reportabl®e the patients and the Office fGivil Rights. Upon review:

1) The nature and extent of the PHI involved, including the types of identifiers and the
likelihood of reidentification.i The records are electnarbased and included multiple
types of unsecured PHI, including patiagntifiers.

2) The unauthorized person who used the PHI or to whom the disclosure wa$ mhade.
attacker was not authorized to view the records. No idea of whether other malware was
left behind.

3) Whether the PHI was actually acquired or viewed@ihe system cannot distinguish if
records were viewed or copied.

4) The extent to which the risk to the PHI has been mitig&tethlware infection was
removed and PCs reformatted artbaded

Choose one of two options, O6reportd or o6do

If you report, there are negative public relations consequences from media reporting and
the incident posted on the OCR website but there is no real possibility of a fine.

If you do not report one of 2 options occur. (A) OCR does not investigate this incident and
your facility incurs no costs/corrective actions/negative public relations. OR (B) A
compliant or other reason allows OCR to open an investigation where they tegie

breach determination and decide it was improper, with potentially large fines being issued
with resulting negative media exposure and increased public relations issues.

a.Report
b.Not Report
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22.The April 2017 cover story for the Journal of AHIMAWad t | ed Al s HI PAA Ol
What are your thoughts regarding the HIPAA legislation in terms of breach notification
and its ability to adapt? Please add any additional comments regarding breach notification
that you feel would be useful to this study.
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